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e Promote ethics awareness

* Describe expectations of ethical conduct
In the environmental industry

 Emphasize importance of data integrity

* Provide examples of improper lab and
field practices

* Pose situations involving ethical choices




Presentation Overview

Part 1 — Ethics and Data
Integrity in General

« Key Definitions
* Importance of Ethics Iin Science




Presentation Gverview

Part 2 — Ethics in Environmental
Monitoring

e Ethical Choices
e Causes of Unethical Practices

e Case Studies




Presentation Overview

Part 3 — Data Integrity
 Laboratory Practices

e Field Practices

e Ethical and Unethical Approaches to
Common Problems

* Responsibilities of Staff and Management




Ethics and Data Integrity
iIn General




I Key: DEHRItIoNS |

e Ethics - A set of principles of right
conduct; principles of right or good
behavior

e Ethical - Conforming to accepted
principles of right and wrong that govern
the conduct of a profession




I Key belinmmtions |

« Data quality - Degree of acceptability or
utility of data for a particular purpose

e Laboratory integrity - Meeting general
standards of objectivity, data quality, and
ethical behavior




I Key Dehinitions |

Data Integrity

e Data are accurate, correct, valid, and
complete

e Data are unchanged from their source and
not accidentally or maliciously modified,
altered, or destroyed

e Data are preserved for their intended use




Key Dehinitions

Fraud

* Deliberate deception practiced to
secure unfair or unlawful gain

* Deliberate misrepresentation of
Information




Key Dehinitions

Laboratory Fraud

Deliberate falsification of analytical and
guality assurance results where failed
method and contractual requirements are
made to appear acceptable (EPA’s Office
of Inspector General)
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Awareness Is key to prevention

Many key decisions are based on the data
generated by field and lab staff

Distinguishing between an honest mistake
and willful negligence can be complicated
and confusing

Decision to be ethical is an individual
decision




Why EThICS liraining?

 Ethical lapses can have far reaching
consequences

* |nvestigations costly and time-consuming
« Training required by organization’s policies

« Training required for laboratory
certifications and accreditation




Whyrhave: a Code off EthICS?2

* Define acceptable behavior
 Promote high standards of practice

e Provide benchmark to use for self
evaluation

» Establish framework for professional
behavior and responsibilities

Life Skills Coaches Association




i%' Importance of Ethics in
1ﬁscience

e Science has become complex; formal
ethics training of scientists is required

o Scientific enterprise Is built on trust

* Public will trust the scientific community
If It exemplifies ethical conduct

 Higher human values go hand-in-hand
with science

National Academy of Sciences, 1995




hree Categores of Errors n

Sclience

 Honest errors
* Errors caused by negligence
* Errors involving deception

National Academy of Sciences, 1995/!




Conseguences off Unethical

ACGLS 1Nl Screntiic Organzations

Organization

 Loss of credibility and data
defensibllity

e Long-term damage to organization
and employees

* Financial damage




Conseguences off Unethical

ACGLS 1Nl Screntiic Organmzations

Employees

Loss of professional status and credibility
Disciplinary actions

Civil or criminal charges

Society

*Health and safety

*Diminished trust, increased skepticism
Unwise use of government funds




Ethics In
Environmental Monitoring




Ethical CholIcCeS

e Stench Test

 Red Face Test

e Mom Test

 Legal Test

* Policy/Procedure Test
e Balance Test




Causes ofi Unethhcal Practices

e Lack of ethics education
e Lack of knowledge
* Production pressure




Causes ofi Unethhcal Practices

e Cover up mistakes

* \Weakness In quality assurance
systems or management

* Personal problems, lack of interest,
lack of motivation




I dihree EFamous Cases |

e Industrial Bio-Test
e Craven Labs
 Intertek Testing Services




1999 Viemo; off ERPA INSpECLOY:

General
Factors Contributing to Lab Fraud

 |neffective oversight of lab data
e Focus on production over guality
* “One size fits all” approach

Recommendations

* Auditor training and lab outreach
e Reporting of misconduct

 Electronic data screening
 Effective data information systems




2006 Report off ERPAINSPECLON;

General

Areas Most Prone to Fraud

Sample collection

Data validation and verification
nstrument calibration

_ab technician performance
Sample and standards preparation
Data security

Most Effective Techniques

e Ethics and fraud detection policy/program
e On-site audits; PT samples

e Data accuracy reviews




I NELAC Ethics Standards |

NELAC Quality Systems Standard

 Data integrity training

« Data integrity procedures

« Confidential reporting
 Investigation of data integrity iIssues




Data Integrity




[Faberatony PraCliCEeS

Types of Improper Practices

Fabrication of data
Misrepresentation of QC results

Im
Im
Im
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OIro

Oro

ner date/time setting or recording
per calibration and verification

ner dilution

Data file substitution or modification
Concealment of a known problem



Eield Practices

Types of Improper Practices

e Fabrication of data

* Improper sampling procedures
» Collection from improper location

 Time traveling

* Physical alteration of sample (tampering)
« Altering documentation

 Concealment of a known problem




Ethical and Unethical

ANejejfojzie psis
General Behavioral

Unethical:
 Conceal, disregard, deny - “No one would find out”

* “I'will get the same result even if | don’t do it that way”
e “Close enough for government work” -

Ethical:

 Document and report data integrity or ethical 4
problems

 When in doubt, discuss with supervisor

* Notify affected Project Manager




Ethical and Unethical

ANejejfojzie psis

Knowledge of Unethical Conduct
Unethical:

 Ignore problem — “It’s none of my business”

« Conceal problem —“l don’t want to be responsible
for someone losing his or her job”

Ethical:

* Report problem to laboratory supervisor
« Report major problem to higher management




Ethical and Unethical

ANejejfojzie plsis

Unusual situation with analysis or sample
Unethical:

* Analyze and report “as is”

e Conceal problem

Ethical:

e Report problem to laboratory supervisor

e Report major problem to higher management

e Contact client and request re-sampling




Responsibilites; of Stafti and

Vianagemeni

Staff

e Follow procedures (Quality Manual, SOPs,
methods, project QA plans

e Obtain approval for any deviations
* Analyze required QC samples

* Report any discrepancies to supervisor or
QA officer




Responsipiliities off Stafiand

Vianagemeni

Management

* Institute policies and protocols to
detect and respond to ethical lapses

* Ensure that employees are trained on
ethics and data integrity policy

* Address reported violations In timely
manner

e Foster ethical environment




Summary

« Unethical behavior can have far-reaching
conseguences

« Distinguishing between honest errors and
unethical behavior can be complicated

e An organization’s ethics and data integrity
policies protect employees as well as the
organization

e Following ethics and data integrity requirements
are crucial to the organization’s mission and the
public’s trust




Einall Quiz

BOITRCE H:mHWHEﬂ:

L are
1 grf 2] e
Hg;;";. E’f ﬁ., today
€

societly ?




I What Would yoeu do |

Scenario 1

You are a project manager for a site
assessment project and were told by the
laboratory that analysis of critical samples
were adversely affected by matrix
Interference. Your client Is expecting a
completed report from you by the next day.




I VWhat: wouldiyou do |

Scenario 2

You are conducting an internal audit of your
organization and found that the procedure
being used to generate compliance data has
been wrong all along. You are not sure that
this has affected the results at all. The
supervisor of that operations unit is a good

friend and someone you admire.




I What Would yoeu do |

Scenario 3

You discover that an analyst has been
adding surrogates to sample extracts after a
key step in the sample extraction procedure,
rather than prior to this step. This likely has
been happening for over a year, involving
many different clients and projects.




I VWhatwouldyou doy. |

Scenario 4

You are supervising a field sampling team
and discover that the only field meter you
have to measure dissolved oxygen has
been failing calibration verifications the past
two weeks. You have an on-going project
and cannot afford to miss data collection.
You know that if you apply a correction
factor, you should be hitting the target
accuracy.




VWhatwouldyou doy.

Scenario 5

As laboratory project manager, you discover that results
for soil samples for a very large project were incorrectly
adjusted for percent solids. The data were used by one
of your most important clients to make environmental
decisions for a very large project. Your manual
recalculation of the results to correct this error indicate

t
t

nat none of the decisions would have been different, had
ne data been correctly reported. LODs reported for non-

C

etects would have been only slightly lower.
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