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Cyber-Supply Chain Risk Management (C-SCRM)  
In Support of Section 2339a, SECURE Technology Act & the FASC, and E.O. 13873 

 

Technology Vulnerability, Exploitation Threat, Mitigation, and 
Residual Risk Analysis: A Reference Resource for Conducting  

“Less Intrusive Measures Analysis” (LIMA) 
 

INSTITUTE FOR DEFENSE ANALYSES (IDA) 
WORKING DRAFT

This document is a working draft for use by IDA analysts in accomplishing cyber supply chain risk management (C-SCRM) 
analyses.  
C-SCRM considerations focus on mission and information risks from suppliers and technology identified through multiple 
avenues to include U.S. Code Title 10 Section 2339a (originally NDAA FY 2011 Section 806), focused on national security 
systems; the SECURE Technology Act and the FASC, focused more broadly on all uses of information and 
communications technology; and E.O. 13873, focused on adversarial risk such as foreign ownership, control and influence. 
Other SCRM regimes are further mandated by multiple NDAA sections. 
Risks to, as well as from suppliers, products and components, and/or technologies may be identified from both open 
sources, as well as by DIA or other counterintelligence information. Systems components and/or cyber dependencies that 
are obtained from, or affected by, suppliers of concern may be identified by other federal agencies or through criticality 
analysis by systems and program managers, as well as through supply chain visibility analysis.  
Less intrusive measures analysis (LIMA) is focused on the both product-specific and general vendor risks from the supplier 
of concern, specific threats as identified in the threat documents, and applicable risks as described in various NIST Special 
Publications, related to supply chain risk management. As IDA completes additional LIMAs, the cumulative understanding 
is harvested for successive LIMAs going forward. This is a living work bench document for IDA LIMA that, when 
substantially mature and complete, will be offered to DoD CIO as a tool for community use. 
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Title 10 Section 2339a 
Technology Vulnerability, Exploitation Threat, Mitigation, and 

Residual Risk Analysis:  
A Reference Resource for “Less Intrusive Measures Analysis” 

(LIMA)  
 
 

Purpose, Background, and Executive Summary 
 

BLUF – The analysis herein addresses the risk from supply chain risk management (SCRM) 
attacks—malicious insertions through or from commercial off-the-shelf components, technology 
or services from suppliers. This document, originally developed in support of the Department of 
Defense’s (DoD’s) 2011 National Defense Authorization Act (NDAA), Section 806 analysis, has 
been updated for 10 United States Code (USC) Section 2339a analysis. In addition, the document 
has been positioned to include future annexes to support FASCA and Section 4713 analysis, which 
are currently in development. The requirements for these analyses are included in DoD Instruction 
(DoDI) 5000.82, Acquisition of Information Technology (IT), April 21, 2020, paragraph 2.1.d. 

A preliminary examination of cyber SCRM (C-SCRM) drivers, included as Appendix F of this 
document, shows differences in how mission criticality and categorization are driven between DoD 
and non-DoD organizations. It also shows the many similarities in the technical analyses for both 
DoD and other federal organizations. This is a preliminary review and needs to be matured through 
coordination with the Department of Homeland Security (DHS) and other federal participants. 

These processes will also require revision to incorporate Section 4713 processes as they are 
established. 

The current 2339a processes, as per the statute, focus on supply chain risks to national security 
systems (NSS) and may be applied more broadly to other products whose vendors are assessed to 
be “critical” or “high” threat concerns to DoD.1 This may include products and vendors supporting 
DoD’s most critical missions, such as nuclear weapons, continuity of operations, continuity of 
government, national leadership command capability, and nuclear command, control, and 
communications systems. Selected medium/moderate risk suppliers may also warrant a less 
intrusive measures analysis (LIMA).  

                                                      
1 Title 10 U.S.C. Section 2339a Enterprise use to supplement existing TSN, Program Protection policies and 

guidance. The DoD CIO and the Under Secretary of Defense for Acquisition and Sustainment (USD(A&S)) will 
immediately implement processes to ensure ICT suppliers or products that represent a "critical" or "high" ( or 
selected "medium") counterintelligence risk are addressed at the DoD enterprise level. 
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The use of the 2339a LIMA processes may also be useful in assessing supply chain risk to non-
NSS systems, networks, and capabilities, and as part of a Due Diligence review, with or without 
formal threat understanding. 

 

BACKGROUND – Analyses conducted to date for supplier risk for products and technology from 
sources identified as threats generally show that risk from products requiring elevated system 
privileges or that perform or instantiate cybersecurity functions and have been developed by, or 
significantly impacted by, adversarial foreign ownership, control, or influence (FOCI) cannot be 
sufficiently countered through realistic, affordable, feasible, or timely mitigations. Thus, it is 
unlikely that the DoD would allow their inclusion in any “Mission Critical” and selected “Mission 
Essential” national security systems (NSS) used in the Department’s warfighting systems and 
networks. Use of components from suppliers of concern in “Mission Support” NSS may also pose 
unacceptable risks to the system’s confidentiality, integrity, or availability, depending on the 
system’s purpose and use, the role of that component within the system’s architecture and concept 
of operation, and the degree to which the component operates with elevated privileges and/or 
independent of operating systems, applications, and other controls.  

Added risks to the supporting hosts and networks and to other systems using those hosts and 
networks that those components will reside on or have interconnection with must also be 
considered before using components from suppliers of concern for “Mission Support” NSS. These 
acquisition exclusions, may also be applied to non-national security systems2 based on other 
Executive Orders, congressional direction (i.e., in NDAAs), other legislation (e.g., the Secure 
Technology Act), and DoD leadership discretion to mitigate threats and possible impacts of 
compromise. 

Purpose – This document is being updated to support needed analysis for the Office of the Under 
Secretary of Defense for Acquisitions and Sustainment (OUSD(A&S)), DoD Chief Information 
Officer (CIO), and stakeholders’ decision processes for risk-managed exclusion of high risk 
vendors, products, and technologies. This document also supports the subsequent analysis of 
mitigating risks from continued use, patching, and sustainment of identified high-risk/adversarial 
vendors’ products. This includes replacing the components, managing the technical and 
operational risks, or accepting those risks in some or all of its uses, pending normal or accelerated 
technical refresh, product consumption, or end of life. The rigor of the removal and replacement 
analysis, sometimes described as “rip and replace,” is anticipated to be system-specific and 

                                                      
2 NSS are information systems operated by the U.S. Government, its contractors, or agents that contain classified 

information or that involve intelligence activities, involve cryptographic activities related to national security, 
involve command and control of military forces, involve equipment that is an integral part of a weapon or 
weapons system(s), or are critical to the direct fulfillment of military or intelligence missions (not including 
routine administrative and business applications). The definition for an NSS, along with other applicable terms 
used in the National Security Community, are found in CNSSI 4009, "Information Assurance Glossary." 
(https://www.ecs.csus.edu/csc/iac/cnssi_4009.pdf) 
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commensurate with the threat, cost, complexity, and assessed mission impact in countermeasure 
selections.  

CAVEATS – A vendor, product, or technology may not be suitable for NSS and other DoD uses 
due to threat and other factors, BUT it may remain acceptable for use in non-DoD or other systems 
in which the impact of compromise is low, dependent upon that system’s mission, the use of the 
product within the system’s architecture, and ambient cybersecurity safeguards. Appendix G 
provides an enterprise-level comparison of DoD and non-DoD risk considerations. 

This document is a reference resource for understanding the risks and impact of various 
vulnerabilities, exploitation threats, and mitigations applicable to various technology types in 
conducting in-depth SCRM LIMAs for Section 2339a and for similar C-SCRM decision making. 
A primary consideration in a Section 2339a LIMA is whether the risk from components, 
individually or by type of technology, or from touch points in the design, development, material 
sourcing, integration, assembly, packaging, or distribution process of a supplier who is a security 
concern can be realistically mitigated to allow their use in NSS or other DoD systems or if they 
should be excluded from use.3 Exclusion may be at a component/technology/service level, by 
technology type, or from a supplier of concern in total. The “class” of items is defined in the 
scoping statement of the Section 2339a or equivalent package.  

Applicability - The DoD includes ~14,000 information technology systems in the Defense 
Information Technology Portfolio Repository (DITPR) repository.4 Approximately 1,500 of these 
are categorized as active NSS. The NSS are further categorized as “Mission Critical” (~400), 
“Mission Essential” (~600), or “Mission Support” (~500). Compromise of confidentiality, 
integrity, or availability of Mission Critical or Mission Essential NSS would have an impact on 
mission completion. These NSS include the Department’s warfighting systems and networks that 
are additionally categorized for their cyber survivability requirements. 

This document was originally developed in 2018 to support the NDAA 2011 Section 806, and 
Enhanced Section 806 analysis for excluding products and technologies from high risk companies 
identified by OUSD(I)’s Threat Assessment Center by assessing the residual risk after realistic 
(feasible, affordable, and timely) mitigations are theoretically applied and then determining if 
various products might be suitable for use in NSS. This analysis is to assist in the determination 
that “less intrusive measures are not reasonably available to reduce such supply chain risk.”5 

The need to identify and mitigate supply chain risk in information and communications technology 
(ICT) has grown significantly beyond NSS: 

                                                      
3 This URL provides the language of the NDAA 2011 Section 806, as well as the accompanying Senate Committee 

Report-http://www.wifcon.com/dodauth11/dod11_806.htm 
4 Defense Information Technology Portfolio Repository (CAC restricted), accessed July 24, 2018. 
5 See PL 111.383, Jan 7, 2011, Section 806 paragraph (a)(2)(2)(b). 
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- NDAA FY2011 Section 806 has been codified as U.S. Code Title 10, Section 2339a, and 
implemented at Defense Federal Acquisition Regulation Supplement subpart 239.73, 
"Requirements for Information Relating to Supply Chain Risk." 

- Additionally, the government-wide implementation of the Secure Technology Act established 
the Federal Acquisition Security Council (FASC)6, led by the Office of Management and Budget 
(OMB). This brings together senior leaders from across the government, including the National 
Counterintelligence and Security Center, to better protect U.S. Government acquisition of ICTs. 
The FASC extends supply chain risk authorities to all systems, not just NSS. The FASC processes 
are still in development and will complement and extend the DoD’s Section 2339a authorities to 
exclude high risk vendors and/or to remove them from use if already acquired.7  

Removal - It is logical to assume that if a vendor or product is too high risk for acquisition or 
future use, then its use in existing systems and networks should similarly be reconsidered. 
Analyses of acquisition risk and mitigations, residual risk, and decision processes for “exclusion” 
lend themselves significantly to the analysis and decision-making for the “removal” of those 
vendors, products, and technologies from existing use. The DoD has been addressing removal of 
high-risk vendors, products, and technology on a case-by-case basis or when directed by 
Congressional (e.g., use of Kaspersky on an enterprise level). When a vendor has been excluded 
by 2339a action, the existing product is excluded from future awards/acquisition for maintenance 
and upgrades. Use of no-cost or prepaid license support for patches and software upgrades, while 
not acquisition transactions, may nonetheless be considered business transactions with 
concomitant risks to DoD. The DoD CIO is developing supplemental guidance and direction for 
removing products from high-risk vendors and other risky products and technologies—when 
complete, this guidance will be added to this document in a new Appendix.  

The DoD CIO’s current removal construct, often referred to as “rip and replace,” is based on 
specific risks to systems and networks, an assessment of available mitigations for those risks, and 
an evaluation of residual risks after available mitigations are implemented. The risk to critical DoD 
systems requires more immediate attention and may require interim mitigations while 
replacements for the high-risk components are acquired and integrated into the networks and 
systems. Continued use in more sensitive systems and networks may not be tolerable. Use of 
higher-risk products in less sensitive systems and networks may be allowed until they can be 
replaced through scheduled technical refresh cycles, if the risks can be mitigated, and the residual 
risk can be tolerated. Sunk costs for high-risk products may be salvaged by migrating the high-risk 
products to less sensitive systems or more risk-tolerant use, if the overall risk can be managed. 
There are several factors to consider for removal, including cost, schedule, performance, supplier 
risk, complexity of replacement, impact of systems compromise, the criticality of the systems in 

                                                      
6 https://www.dni.gov/files/NCSC/documents/supplychain/20190424-UpdatedFASC-Overview.pdf 
7 http://www.mcccmd.com/uploads/1/0/1/7/101763472/improvingsupplychainsecurity-odniv2.pdf  

https://www.dni.gov/files/NCSC/documents/supplychain/20190424-UpdatedFASC-Overview.pdf
http://www.mcccmd.com/uploads/1/0/1/7/101763472/improvingsupplychainsecurity-odniv2.pdf
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which the components are used, and overall mission assurance needs. Some high-risk vendor’s 
products may be used in multiple systems and networks with varying degrees of risk, cost, and 
complexity for removal. 

A review of the common aspects for risk analysis between Section 2339a and emerging FASC (41 
USC Section 4713)8 processes is included in Appendix F of this document. This is anticipatory as 
the work of the FASC is ongoing. 

Leveraging DoD, NIST, and Other Publications - This analysis leverages the NIST Special 
Publications (SP) 800-30 and 800-161 for supply chain risk analysis processes; NIST Special 
Publication 800-82, Revision 2, Guide to Industrial Control Systems (ICS) Security; NIST Special 
Publication 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems 
and Organizations, the JCIDS System Survivability Key Performance Parameter (SS KPP) 
Implementation Guide for understanding cyber survivability requirements; and the DoD Risk, 
Issue, and Opportunity Management Guide for Defense Acquisition Programs for risk 
management guidance. The draft NIST Special Publication 800-37, Risk Management Framework 
for Information Systems and Organizations, Section 2.6: Supply Chain Risk Management was also 
leveraged for guidance.9 Multiple NIST publications containing additional guidance on supply 
chain risk are currently awaiting finalization. OUSD (A&S) is also transitioning to the Adaptive 
Acquisition Framework and is revising DoDI 5000.02. DoDI 5000.82, Acquisition of Information 
Technology (IT), published by the DoD CIO in April 2020 as part of this DoD acquisition 
transformation, provides current policy for conducting supply chain risk assessments.10 

 

Related Government-wide and Interagency Initiatives - There are multiple ongoing 
government-wide initiatives regarding supply chain risk, including the implementation of the 
Secure Technology Act and FASC, Executive Order 13873, and multiple NDAA sections (e.g., 
1655 and 889). 

Technical Process Summary – We analyzed commercial information technologies and 
categorized them for illustrative purposes into four major types of technologies: endpoints, IT 
infrastructure, applications, and cybersecurity components. The analysis synthesized the myriad 
of documented vulnerabilities, into 10 representative technical vulnerabilities for this document 
that could result from an SCRM risk. We then analyzed these vulnerabilities for exploitation 
threats through “threat events.” For these threat events, we applied a number of likely mitigations 
based on SP 800-30 and Supplemental ICT SCRM Guidance controls from SP 800-161, and we 
then reviewed the mitigation’s anticipated level of technical effectiveness, feasibility, 
affordability, timeliness, and system’s performance impact. If the available mitigations, 
                                                      
8 https://uscode.house.gov/view.xhtml?req=(title:41%20section:4713%20edition:prelim) 
9 https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/draft 
10 https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500082p.pdf?ver=2020-04-21-153621-140  

https://uscode.house.gov/view.xhtml?req=(title:41%20section:4713%20edition:prelim)
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500082p.pdf?ver=2020-04-21-153621-140
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individually or collectively, could not countermeasure the exploitation threat and protect the 
system or network from the representative technical vulnerability in the threat event, then the 
system was considered to remain at risk. 

Supply chain risk11 includes the deliberate introduction of vulnerabilities through malicious intent, 
knowledge of design limitations in the products, or exploitation of pre- and post-delivery firmware, 
configuration settings, or software patches that may result in one or multiple vulnerabilities for 
which, collectively, mitigations are not realistic (feasible, affordable, or timely). For analysis 
purposes, we identified 10 representative vulnerabilities that could be created through malicious 
insertion or activity (V1 through V10). They are itemized below and described in detail later in 
this paper. Additional or more specific vulnerabilities from other more specific types of products, 
vendors, manufacturers, distributors, integrators, or service providers may need to be mitigated. 

• V1. Inserted hardcoded, weak, or vulnerable passwords in the microelectronics, 
firmware, or software 

• V2. Accessibility that enables subsequent insertion of malicious functions 

• V3. Weaknesses introduced during integration and/or system production  

• V4. Software weaknesses 

• V5. Protocol weaknesses 

• V6. Design limitations and obsolescence weaknesses 

• V7. Cryptographic/key management weaknesses 

• V8. Weaknesses inserted by near-sider and insider attack 

• V9. Operational weaknesses 

• V10. Sophisticated sabotage 

In addition, we identified exemplar threat events12 specific to supply chain-related attacks for each 
of the representative vulnerabilities. 13,14 We also identified various mitigations for each of the 

                                                      
11  Supply chain risk refers to the risk that an adversary may sabotage, maliciously introduce unwanted function, or 

otherwise subvert the design, integrity, manufacturing, production, distribution, installation, operation, or 
maintenance of a covered system so as to surveil, deny, disrupt, or otherwise degrade the function, use, or 
operation of such system. Public Law 111-383-Jan 7, 2011, 2011 NDAA, Section 806, paragraph e.4. 

12 Within the NIST publications cyber attacks are described as “Threat Events”, which is defined by NIST as – “An 
event or situation that has the potential for causing undesirable consequences or impact.” See NIST Special 
Publication 800-12, Revision 1, An Introduction to Information Security, June 2017. 

13  NIST Special Publication 800-30, Guide for Conducting Risk Assessments discusses threat as threat sources and 
threat events. “Threat events for cyber or physical attacks are characterized by the tactics, techniques, and 
procedures (TTPs) employed by adversaries.” See Chapter 2.3.1. 

14  NIST Special Publication 800-161, Supply Chain Risk Management Practices for Federal Information Systems 
and Organizations, Appendix C, ICT Supply Chain Threat Events, provides examples of threat events. The 
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exemplar representative threat events with considerations for their use, and we analyzed and 
assessed residual risk resulting from mitigation limitations. An example of a threat event from 
NIST SP 800-161 is “Insert counterfeit or tampered hardware into the supply chain.” The 
description of that threat event is “Adversary intercepts hardware from legitimate suppliers. 
Adversary modifies the hardware or replaces it with faulty or otherwise modified hardware.”15 
This could be an action by a supplier of concern in modifying its own hardware or that of its 
subcomponent suppliers. It may also be an instance where vendors are witting or even unwitting 
participants in supply chain malicious manipulation. 

The analyses of these representative threat events are detailed in Appendix A. 

For the Department’s most important NSS and warfighting systems and networks (i.e., with a 
Mission Type of 2, 3, or 4, or an Impact Level of 2, 3, or 4,16 or a Mission Critical or Mission 
Essential designation) there are few fully effective, feasible, or affordable SCRM mitigations for 
commercial off-the-shelf (COTS) components against highly capable adversaries with supply 
chain threat opportunity except for “avoidance” based on the analysis of representative threat 
events seeking to exploit the identified representative vulnerabilities (V1–V10) and available 
mitigations.  

In a limited set of circumstances where the mission criticality of the system is lower (e.g., NSS 
Mission Support designation, SS KPP Mission Type 1 categorization, or circumstances where 
systems and architectural mitigations are effective and affordable), the impact of compromise may 
be manageable, and the benefits of using products from a supplier of concern may outweigh the 
mitigation costs. Some use of products from the suppliers of concern may be acceptable if 
“adequate security” can be achieved.17 Although a detailed analysis would be required for any use 
of products from suppliers of concern, they would be restricted to Impact Level 1 NSS, which is 
defined as “Risks Acceptable for Meeting Military and Organizational Needs – little or no 
compromise of mission capability”.18 For selected Mission Support systems, as designated in 
DITPR, the vendor’s products may also be suitable for use with the added mitigations to protect 
the confidentiality of sensitive information such as personally identifiable information, law 
enforcement data, acquisition-sensitive information, and controlled technical information.19  

                                                      
Appendix also references NIST Special Publication 800-30, Table E-2, Representative Examples – Adversarial 
Threat Events, which has been adapted for use in this analysis. 

15 Ibid. 
16  SS KPP Implementation Guide Version 1.01a, see Step 1 and Step 3 discussions. 
17  Adequate security means protective measures that are commensurate with the consequences and probability of 

loss, misuse, or unauthorized access to or modification of information. Subpart 204.7301 Definitions. 
(https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm)  

18  JCIDS SS KPP Cyber Survivability Endorsement Implementation Guide, Version 1.01a, Table 5, page 16. 
19  https://www.archives.gov/cui/registry/category-detail/controlled-technical-info.html 

https://www.acq.osd.mil/dpap/dars/dfars/html/current/204_73.htm
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Added safeguards would also be needed to prevent attacks on other systems, networks, or 
capabilities exposed to the components from suppliers of concern. Those products from suppliers 
of concern may also need to be assessed in detail from a source code, bill of material, and internal 
material sourcing perspective. Proprietary vendor technologies from a vendor of concern increase 
the difficulty of mitigation. Proprietary microelectronics and technology are generally opaque and 
may operate below the control or visibility of monitoring technology, devices, or applications. 
This includes most microelectronics circuitry, firmware, and memory. 

In this analysis, we categorized components into four broad technology types (endpoints, IT 
infrastructure components, applications, and cybersecurity components) for acquisition purposes. 
It should be noted that many of DoD’s capabilities are composed of tightly integrated subsystems, 
each of which may have specific computational architecture, networking, and data flows. The 
nested, embedded nature of some of these systems increases the challenges in understanding and 
mitigating the effects of a malicious supply chain insertion and bounding the attack surface for an 
embedded component. 

Within the four technology categories, multiple components typically share a common 
functionality, use similar internal technologies and sub-components, include common commodity 
piece-parts and designs, and are susceptible to similar and often related vulnerabilities, despite 
variations in form factors and a market-based focus for price point and performance differentiation. 
Two specialized types of application—Industrial Control Systems/SCADA/Operational 
technology and Platform IT—have notable risks and mitigation considerations. They are described 
in more detail in the document. 

Endpoints present a more manageable risk to enterprise-level information systems and networks 
due to the availability of modern virtualization and network segmentation technologies. Some risks 
may be acceptable for Mission Type 1, Impact Level 1 systems and networks, where 
confidentiality needs are low and robust security management has been implemented. 

IT infrastructure components—such as servers, enterprise storage systems and network systems 
(including communications, wireless, radio-frequency-enabled, cabling, and microwave systems, 
and their support products and tools), software-defined networks and infrastructure, and hard drive 
devices—present multiple un-mitigatable risks due to their critical role in supporting networks and 
hosting capabilities.  

Applications include a wide array of capabilities:  

1. For application components that operate entirely on endpoints or standalone servers 
(possibly as utilities) and whose IT infrastructure support can be safely partitioned into 
manageable virtual environments, the risks for Mission Type 1 and Impact Level 1 NSS 
with low requirements for confidentiality may be acceptable. 

2. For application components that instantiate comprehensive capabilities (e.g., logistics 
management) or form the base for development of custom applications (e.g., data base 
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software, compilers, and design tools), the complexity of software assurance and broad 
reach and access across the networks makes mitigation of vulnerabilities particularly 
difficult and poses high risk for Mission Type 2–4 and Impact Level 2–4 systems and 
networks. 

3. For application components that provide enterprise-level capabilities (e.g., email), 
operate deep within the network (e.g., virtualization software), or operate within a wide 
set of trust relationships (e.g., systems of systems collaboration services for C2, ISR, or 
fires), mitigations of vulnerabilities are insufficient for Mission Type 2–4 and Impact 
Level 2–4 systems and require robust mitigations to protect confidentiality and impose 
isolation if used for Mission Type 1 and Impact Level 1 systems. 

4. For application components that support cybersecurity functionality—such as 
encryption; identification and authentication; key and certificate management; network 
security, intrusion, and event detection; data loss prevention; security event 
management; and response, resiliency and recovery functions—there are no realistic 
(effective, affordable, or timely) mitigations against a supply chain attack if using 
supporting products from a supplier of concern.20 Though the cybersecurity components 
themselves are governed by the Committee for National Security Systems (CNSS), they 
generally cannot function properly without various support components. 

Cybersecurity components include the previously discussed application support components, as 
well as purpose-built appliances providing self-contained computational and functional 
capabilities to implement their value-added cybersecurity functionality. Firewalls, for example, 
are often marketed as appliances with tightly integrated hardware components to increase 
performance, and they provide security isolation and independence from the other networking 
infrastructure. Security managers, incident and event detection, and response systems often operate 
with root level privileges and are capable of managing systems services, configurations, and 
                                                      
20 As an example, VMware AirWatch Mobile Device Management v9.1 requires the following “components and 

applications in the environment that the TOE relies upon in order to function properly: 
• Windows Server 2012 R2 – underlying platform on which the VMware AirWatch MDM Server is installed 
• Apple iOS 9 or 10 – underlying device on which the VMware AirWatch MDM Agent is installed 
• Certification Authority (CA) Server – The MDM Server component of the TOE connects to the CA Server 

via DCOM during device enrollment so that the TOE can provide each device with a unique certificate 
generated by the CA Server. 

• Microsoft SQL Enterprise – The TOE’s RDBMS database, used to store configuration settings. 
• Syslog Server – The MDM Server component of the TOE connects to the Syslog Server to persistently 

store audit data for the MDM Server’s own operation as well as the audit data collected from the MDM 
Agents that it manages. 

• Windows Server 2012 R2 Active Directory Certificate Services – Certificate Authority providing 
certificate services for the TOE. 

Windows Server 2012 R2 Active Directory / LDAP Server – Identity store that defines users for device enrollment 
and administrator accounts for access to the Admin Console.” (https://www.niap-
ccevs.org/Product/Compliant.cfm?pid=10733) 

https://www.niap-ccevs.org/Product/Compliant.cfm?pid=10733
https://www.niap-ccevs.org/Product/Compliant.cfm?pid=10733
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resources dynamically, sometimes in real-time, in response to system and network behavior. 
Mitigations to “watch the watcher” and undo complex semi-autonomous automated behaviors for 
cybersecurity products, or to detect and understand those behaviors in DoD systems and networks, 
are unrealistic. Vulnerabilities in cybersecurity products from suppliers of concern cannot be 
effectively mitigated. Additional understanding on how risk analysis for commercial cybersecurity 
products can be assessed is available through the NSA’s National Information Assurance 
Partnership (NIAP).21 

Summary – The analysis herein generally concludes that risk from SCRM attacks (e.g., malicious 
insertions from suppliers with products that require elevated systems privileges or ubiquitous 
access) generally cannot be sufficiently countered through affordable, feasible, or timely 
mitigations to allow their inclusion in NSS designated as Mission Critical or Mission Essential22 
or in the Department’s Mission Type 3–4 or Impact Level 3–4 warfighting systems and networks, 
as described in the JCIDS’ System Survivability Key Performance Parameter cyber survivability 
requirement. Exceptions may be possible for products that can be networked and functionally 
isolated. Additionally, no cybersecurity components from suppliers of concern are suitable for use 
in the Department without extraordinary mitigation measures customized to the functions of the 
device and technology and to the specific threat. 
  

                                                      
21 NIAP has implemented the CCRA Management Committee Vision Statement for the application of the CC and 

the CCRA and no longer evaluates against Evaluation Assurance Levels (EAL). This strengthens evaluations by 
focusing on technology-specific security requirements. The products listed below are evaluated against a NIAP-
approved protection profile, which encompasses the security requirements and test activities suitable across the 
technology with no EAL assigned—hence, the conformance claim is “PP.” (https://www.niap-ccevs.org/Product/)  

22 NSS are categorized as Mission Critical, Mission Essential or Mission Support in the DITPR. 
http://www.acqnotes.com/Attachments/DoD%20Information%20Technology%20(IT)%20Portfolio%20
Repository%20(DITPR)%20Users%20Guide.pdf 

 

https://www.niap-ccevs.org/Product/
http://www.acqnotes.com/Attachments/DoD%20Information%20Technology%20(IT)%20Portfolio%20Repository%20(DITPR)%20Users%20Guide.pdf
http://www.acqnotes.com/Attachments/DoD%20Information%20Technology%20(IT)%20Portfolio%20Repository%20(DITPR)%20Users%20Guide.pdf
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 Introduction 

This reference resource for analysis supports the Section 2339a less intrusive measures 
determination process23 in which a company, often an original equipment manufacturer (OEM), 
and its products or classes of products have been determined to be a “critical” or “high” threat and 
may be excluded as a supplier of information technology (IT)24 components for various types or 
classes of Department of Defense (DoD) national security systems (NSS) due to supply chain 
risk.25 

It is the DoD’s objective to preserve as much access to the commercial marketplace as possible 
and to use the less intrusive measures of restricting (rather than excluding) the use of various OEM 
components26 so that mutually beneficial access to commercial components is maintained where 
feasible. Reasonable mitigations should be implemented to reduce OEM component risks to 
acceptable levels so that DoD can take advantage of the marketplace. 

However, when an analysis of available and reasonable mitigations determines that particular risks 
cannot be reasonably or effectively mitigated, then the use of the component or components from 
a particular vendor in an NSS, network, or architecture must be avoided. 

IT includes a wide array of technologies and components. Many components within a type of 
technology share common or core underlying technology and thus share that technology’s 
strengths and weaknesses, as well as the applicability and limitations of corresponding mitigations. 
Many components include the use of commodity parts, as well as supplier custom-developed OEM 
parts. A desktop computer, for example, typically includes a hard drive and various electronics 
subsystems (video, UEFI/BIOS, operating systems). The integration of all of these commodities 
through a supplier as an OEM may often include their vendor-developed technologies (proprietary 
                                                      
23 Deputy Secretary of Defense Memorandum, Enhanced Section 806 Procedures for Supply Chain Risk 

Management in Support of DoD Trusted Systems and Networks, March 13, 2018. 
24 Information technology (see 40 U.S.C 11101(6)) means, in lieu of the definition at FAR 2.1, any equipment, or 

interconnected system(s) or subsystem(s) of equipment that is used in the automatic acquisition, storage, analysis, 
evaluation, manipulation, management, movement, control, display, switching, interchange, transmission, or 
reception of data or information by the agency: “(2) The term “information technology” includes computers, 
ancillary equipment (including imaging peripherals, input, output, and storage devices necessary for security and 
surveillance), peripheral equipment designed to be controlled by the central processing unit of a computer, 
software, firmware and similar procedures, services (including support services), and related resources.” DFARS 
Supplement 239.7301 Definitions para 2.1 (2). 

25 Supply chain risk means the risk that an adversary may sabotage, maliciously introduce unwanted function, or 
otherwise subvert the design, integrity, manufacturing, production, distribution, installation, operation, or 
maintenance of a national security system (as that term is defined at 44 U.S.C. 3542(b)) so as to surveil, deny, 
disrupt, or otherwise degrade the function, use, or operation of such system. NDAA 2011, Section 806, 
definitions, paragraph (e).(4) 

26 Within this document, “component” includes devices, technology, services, and intellectual property of the 
vendor. 
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hardware, software, and firmware) to create the unique market differentiation for their products to 
thrive in a competitive marketplace. The inclusion of proprietary (often opaque) OEM technology 
from a critical or high-risk supplier, however, increases the threat and attack surface while 
decreasing the transparency of the product for assessment purposes. 

This analysis leverages the NIST Special Publications (SP) 800-30 and 800-161 for supply chain 
risk analysis processes, the JCIDS System Survivability Key Performance Parameter (SS KPP) 
Implementation Guide for understanding cyber survivability requirements, the DoD Cybersecurity 
Analysis and Review (DoDCAR),27 the Office of the Director for National Intelligence’s (ODNI’s) 
A Common Cyber Threat Framework: A Foundation for Communication (see Appendix E), and 
the DoD Risk, Issue, and Opportunity Management Guide for Defense Acquisition Programs for 
risk management guidance. 

For the purposes of this resource reference and analysis for less intrusive measures, the IT 
components have been grouped into four technology types: 1) endpoints, 2) IT infrastructure 
components, 3) applications, and 4) cybersecurity components. When applied to a specific vendor, 
their product mix, marketing strategies, and technology, the analysis should be adjusted to the 
vendor’s products. A vendor may package and market their products and technology in a niche 
strategy, in which the technology types discussed below may be intermingled. 

1. Endpoints share a significant amount of technology, provide similar sets of functions, and 
operate in similar roles. These endpoint components include laptops, desktops/all-in-ones, 
workstations, smartphones and tablets, and monitors. 

2. IT infrastructure components not only share a significant amount of technology, but are often 
configured within various architectures with multiple functional roles within the system. At 
scale, some components can become highly specialized and differentiated for cost, capacity, 
and performance reasons. These IT infrastructure components include servers, enterprise 
storage, networking and software-defined infrastructure, and hard-drive storage. 

3. Applications are typically hosted by the servers, supported by the enterprise storage systems, 
and accessed and operated on endpoints such as desktop computers and workstations or 
mobile endpoints such as laptops, smartphones, and tablets, platforms, and edge devices. 
Applications may also be embedded in endpoints, hosts, and other components. The Internet 
of Things (IoT)28 is rapidly evolving application architectures into an opportunistic 
collaboration paradigm. IoT applications risks must always be considered within its 

                                                      
27 https://csrc.nist.gov/CSRC/media/Presentations/DODCAR-no-class-markings-Pat-Arvidson/images-

media/DODCAR_-no%20class%20markings%20-%20Pat%20Arvidson.pdf, accessed July 18, 2018. 
28 “IoT systems cross multiple sectors as well as use cases within those sectors. Accordingly, cybersecurity 

objectives may be prioritized very differently by various parties, depending on the application. The increased 
ubiquity of IoT components and systems heighten the risks they present.” Interagency Report on the Status of 
International Cybersecurity Standardization for the Internet of Things (IoT), NISTIR 8200, November 2018, Page 
v., https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8200.pdf  

https://csrc.nist.gov/CSRC/media/Presentations/DODCAR-no-class-markings-Pat-Arvidson/images-media/DODCAR_-no%20class%20markings%20-%20Pat%20Arvidson.pdf
https://csrc.nist.gov/CSRC/media/Presentations/DODCAR-no-class-markings-Pat-Arvidson/images-media/DODCAR_-no%20class%20markings%20-%20Pat%20Arvidson.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8200.pdf
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networking and related IT Infrastructure implementation risks.29 The Status of International 
Cybersecurity Standardization for IoT, NISTIR 8200 provides a set of “IoT Attributes 
Affecting Cybersecurity” (section 4.3, page 8) that may be applicable to particular 
components. Applications can provide a wide array of functionality, ranging from office 
automation, to database applications, to computational processing intensive tasks, such as 
intelligence, surveillance and reconnaissance (ISR) analysis. Applications can rely upon the 
server and networking infrastructure to support user access, security services, machine-to-
machine collaboration, and enterprise storage, or they can be designed and engineered for 
standalone use in endpoints, platforms, or edge devices. All of this can also be distributed 
across multiple physical nodes and locations, or even throughout an IoT architecture. 

4. Cybersecurity components support a specialized role in the operation and protection of the 
endpoints, infrastructure, and applications. They range from applications embedded in 
endpoints and other components to discrete hardware appliances such as firewalls, certificate 
servers, guards, and enterprise monitoring systems. They often operate in privileged mode 
with access to network traffic, data, accounts, files, and user profiles. As the “watcher” of the 
network, server, or device, their confidentiality, integrity, and availability (C, I, & A) must be 
unquestioned. The use of cybersecurity components in NSS is governed by the Committee on 
National Security Systems (CNSS), which has promulgated CNSS Policy (CNSSP) #11, 
National Policy Governing the Acquisition of Information Assurance (IA) and IA-enabled IT 
Products. 

The objective of CNSSP #11 is to ensure that commercial off-the-shelf (COTS) IA and IA-enabled 
IT products acquired for protecting information on U.S. NSS comply with the requirements of the 
National Information Assurance Partnership (NIAP) program in accordance with NSA-approved 
processes and, where applicable, the requirements of the Federal Information Processing Standard 
(FIPS) cryptographic validation program(s). 

CNSSP #11 is a critical policy component of the U.S. Government's overall cybersecurity strategy. 
This binding national policy clarifies the required evaluation processes applicable to COTS and 
government off-the-shelf (GOTS) IA and IA-enabled IT products that are used on U.S. NSS to 
protect the information therein. 

CNSSP #11 applies to products being acquired for NSS that are used to enter, process, store, 
display, or transmit national security information. This policy applies to all IA and IA-enabled IT 
products acquired for use by or on behalf of U.S. Departments and Agencies to protect NSS and 
the information that resides therein. If a cybersecurity product is not NIAP-approved, it cannot be 
used in NSS. Exceptions to CNSS and DOD policy must be approved by the authorizing official. 

                                                      
29 NISTIR 8228 (DRAFT) Considerations for Managing Internet of Things (IoT) Cybersecurity and Privacy Risks, 

https://csrc.nist.gov/publications/detail/nistir/8228/draft  

https://csrc.nist.gov/publications/detail/nistir/8228/draft
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 Analysis Framework 

This Section 2339a less intrusive measures analysis (LIMA) is focused on assessing risk in the use 
of products from suppliers of concern (i.e., they have already been assessed as either “critical” or 
“high” threat risks by the OUSD(I)/DIA Threat Assessment Center, or other authoritative 
intelligence organization). NIST defines ICT supply chain risk as “insertion of counterfeits, 
unauthorized production, tampering, theft, insertion of malicious software and hardware (e.g., GPS 
tracking devices, computer chips, etc.), as well as poor manufacturing and development practices 
in the ICT supply chain. These risks are realized when threats in the ICT supply chain exploit 
existing vulnerabilities.”30 For the use of this document, it is presumed that the supply chain threat, 
with applicable supporting details, has been established and that the specific analysis addresses 
both the general and identified threats.  

Within the threat dynamic, this analysis uses the NIST SP 800-161 construct in which threat 
includes both a threat source and a threat event. The presumption that OUSD(I) input has indicated 
that the supplier is of concern focuses this analysis on examining how the threat source may 
introduce vulnerabilities into the components and on the likely or assumed threat events that would 
attempt to exploit those vulnerabilities.  

This analysis uses the description of vulnerability as provided in NIST SP 800-161: 

“A vulnerability is a weakness in an information system, system security procedures, internal 
controls, or implementation that could be exploited or triggered by a threat source [FIPS 200], 
[NIST SP 800-34 Rev. 1], [NIST SP 800-53 Rev 4], [NIST SP 800-53A Rev. 4], [NIST SP 800-
115]. Within the ICT supply chain risk management (SCRM) context, it is any weakness in the 
system/component design, development, manufacturing, production, shipping and receiving, 
delivery, operation, and component end-of life that can be exploited by a threat agent. This 
definition applies to both the systems/components being developed and integrated (i.e., within the 
SDLC) and to the ICT supply chain infrastructure, including any security mitigations and 
techniques, such as identity management or access control systems.”31 

For the purpose of this analysis, we identified 10 representative vulnerabilities that could be 
maliciously inserted into a component or derived from a deep understanding of the components 
design, development, integration, testing, packaging, logistics, and support. Although no 
commonly agreed upon taxonomy of vulnerabilities has been established within the broader 
community, the National Vulnerability Database categorizes vulnerabilities by research, 
development, and architectural concepts. The National Vulnerability Database reports the receipt 
of 7,465 new common vulnerabilities and exposures (CVE) for 2020 through May 2020, and it 

                                                      
30 NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information Systems and Organizations, 

Sec. 1.4.2, p. 7 
31 NIST SP 800-161, Chapter 2, p. 29. 
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currently contains 143,883 CVEs.32 Though compressing these thousands of vulnerabilities into 
10 representative vulnerabilities may be too simple for use in an analysis of some vendor’s 
products and technologies, in which case, a customized listing of vulnerabilities, threats, and threat 
events to exploit their specific vulnerabilities may need to be developed. 

Appendix C of NIST SP 800-161 provides a number of adversarial ICT supply chain threats and 
related threat events for general use. In this analysis, a more focused set of threat events have been 
articulated to assess possible mitigations and their considerations and residual risk. 

Multiple models are available to describe how adversaries would orchestrate their attacks on target 
systems and networks. The DoD has developed the NSA/CSS Technical Cyber Threat 
Framework.33 Other frameworks are widely available. The common themes are that the adversary 
would gain access, escalate authority to exercise privileged functions, and then impact the system’s 
critical functions, compromise data, or otherwise disrupt the mission. This is described in detail in 
the following sections. 

Within DoD, the Joint Staff provides guidance on developing requirements for cyber survivability 
for weapons systems and warfighting networks. They have implemented a construct labeling the 
mission type of a system/capability and the impact of its compromise as key aspects for 
determining the cyber survivability requirements for a system. As expected, strategic/national 
systems and other NSS Mission Critical systems34 with a high Impact Level (IL) have the least 
tolerance for supply chain risk and are assumed to be targeted by adversaries from all threat levels, 
with added threat from threat sources in adversary threat Tiers 3 and 4 due to their higher resource 
levels, sophistication, and persistence. From this understanding, an analysis of how various 
vulnerabilities could be exploited through threat events (and possibly mitigated) is then provided. 
Those NSS categorized as Mission Essential35 require less robust but otherwise commensurate 
protections to ensure continuation of organizational missions.  

Table 1 shows an example of how the complementary cyber survivability requirements and NSS 
categorizations could overlay. Individual systems designated as NSS Mission Essential may be 
categorized as either CSRC 2 or CSRC 3, depending upon their direct (versus indirect) warfighting 
mission responsibilities, roles, and purpose. 

                                                      
32 https://nvd.nist.gov/general/nvd-dashboard, accessed May 13, 2020 
33 https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/professional-resources/ctr-nsa-

css-technical-cyber-threat-framework.pdf 
34 “A system that meets the definitions of ‘information system’ and ‘national security system’ in the CCA, the loss 

of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations.” 
(DITPR-DON Process Guidance, http://www.doncio.navy.mil/ContentView.aspx?id=3419#3)  

35 “A system that meets the definition of ‘information system’ in [the CCA], that the acquiring component head or 
designee determines is basic and necessary for the accomplishment of the organizational mission.” (DITPR-DON 
Process Guidance, http://www.doncio.navy.mil/ContentView.aspx?id=3419#3)  

https://nvd.nist.gov/general/nvd-dashboard
https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/professional-resources/ctr-nsa-css-technical-cyber-threat-framework.pdf
https://www.nsa.gov/Portals/70/documents/what-we-do/cybersecurity/professional-resources/ctr-nsa-css-technical-cyber-threat-framework.pdf
http://www.doncio.navy.mil/ContentView.aspx?id=3419#3
http://www.doncio.navy.mil/ContentView.aspx?id=3419#3
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Table 1. SS KPP Cyber Survivability and NSS Categories 

 Potential Vulnerabilities and Attack Vectors 
For this analysis, the multitude of vulnerabilities and the attack paths to exploit them have been 
condensed into four major attack vectors:36 gaining access,37 gaining privileged operations, 
disrupting mission critical functions, and use/exploitation of unmitigated vulnerabilities. These 
attack vectors are useful in understanding the threat events representative of an adversaries’ tactics, 
techniques, and procedures (TTPs), as shown in Appendix A. What an attacker needs to each attack 
vector, and why it’s needed, are described below. More details are provided in Appendix F, Threat 
Models. 

 Gaining Access  
This includes not only the initial access, but processes to move laterally within an infiltrated system 
and gain additional access to other components, information flows, information storage, network-
accessible resources, and user information at all levels of the architecture, beginning with the local 
device and branching deeper and outward. A key objective of an attacker is to establish a persistent 
access that will survive discovery and countermeasure.  

WHAT – An attacker needs to find an initial foothold to gain access to a system. A favored method 
is to trick an unwary user into providing that access by executing unauthorized software or sending 
them a link to a malicious website. Once initial access is obtained, an attacker will attempt to 
access other systems, such as servers, on the same local network. They will also set up means to 
maintain their access or return at will.  

WHY – Each step of an attacker’s progress provides additional ways to attack systems and services 
and disrupt enterprise operations. 

                                                      
36 “An attack vector is a path or means by which a hacker (or cracker) can gain access to a computer or network 

server in order to deliver a payload or malicious outcome. Attack vectors enable hackers to exploit system 
vulnerabilities, including the human element.” (https://searchsecurity.techtarget.com/definition/attack-vector)  

37 Within the various threat models, gaining access includes both the initial defeat of boundary protections, as well 
as adversary efforts/success in lateral movement, and other “presence” activities such as reconnaissance.  

https://searchsecurity.techtarget.com/definition/attack-vector
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 Gaining Privileged Operations 
Controlling the system or key management functions in the system enables an attacker to execute 
malicious activities and functions with few restrictions. Targets often include user and system 
administrator accounts, systems configuration authority, and management and operations of other 
installed software and applications.38 

WHAT – System management and administration require privileged operations to set up user 
accounts, configure system hardware, and install system software and applications. Most users 
rarely if ever need such privileged access. The first thing system attackers look for once they have 
some initial access, however, is ways to escalate their privileges.  

WHY – Restricting privileged access to a small number of professional administrators enhances 
system security by limiting who can make potentially disruptive system changes. 

 Disrupting Mission Critical Functions  
A typical objective of the attacker is to exploit the systems data, obstruct its mission, and/or 
degrade or deny its mission critical functionality. These attacks may be highly selective, operated 
to avoid detection, and possibly triggered at a time and place or operational condition of the 
attacker’s choice. 

WHAT – Mission critical functions include all the computing and communications functions 
necessary to support the enterprise. Enterprise functions include business, warfighting, logistics, 
law enforcement, logistics, sustainment, and support activities. Computing and communication 
functions include user identity and authentication, application hosting, information sharing and 
protection, data storage and retrieval, network access, and printer and display support.  

WHY – Disruption, degradation, or denial of these computing and communication functions can 
easily disrupt enterprise and war fighting activities. 

 Use of Un-mitigatable Vulnerabilities  
Some vulnerabilities cannot be mitigated. For some products, there may be inherent design 
limitations, whether deliberately introduced for cost or market purposes or unknowingly as a result 
of ineffective implementation of an otherwise secure design. If the hardware, its firmware, or 
supporting software is not capable of secure operation, these permanent vulnerabilities may result 
in uncorrectable misconfigured systems, unpatched/un-patchable systems, or legacy products that 
are considered to be obsolete from a cybersecurity perspective. A deliberately inserted 

                                                      
38 Privileged operations, as used in this document refers to systems management and administration functions that 

are not normally delegated to a user. It is sometimes referred to as “superuser,” root, or administrative user mode. 
Some technical literature may describe use of privileged mode or kernel mode instructions at the operating 
systems (OS) level, but this document is not focused on OS kernel execution. 
https://stackoverflow.com/questions/46020317/difference-between-privileged-mode-kernel-mode-and-super-user-
mode 

https://stackoverflow.com/questions/46020317/difference-between-privileged-mode-kernel-mode-and-super-user-mode
https://stackoverflow.com/questions/46020317/difference-between-privileged-mode-kernel-mode-and-super-user-mode
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vulnerability (e.g., hardcoded passwords and permanent back doors at the hardware, firmware, or 
systems software level) are generally difficult (if not impossible) to patch and will undermine the 
trustworthiness of the component. Additionally, if a component serves or supports a cybersecurity 
function and it has not been successfully evaluated through the NSA NIAP or other equivalent 
process, it should be considered to have un-mitigated vulnerabilities. 

WHAT – Vulnerabilities are the weak points that allow attackers to penetrate systems. Some 
vulnerabilities, if recognized, can be mitigated by system configuration and application of patches. 
Security Technical Implementation Guides (STIGs), for example, provide configuration 
mitigations. Some legacy products, however, are no longer supported, resulting in no source for 
patches for vulnerabilities that are found after the end-of-product support. Some vulnerabilities, 
moreover, cannot be patched. Additional layered protection mechanisms are needed to operate 
these systems securely. For a product to be used for cybersecurity functions, it must be trusted. 
This may be partially achieved through evaluation and conformance to a NIAP protection profile 
or equivalent process. 

WHY – Secure configurations, up-to-date custom DoD-developed patches, and additional, 
possibly layered protections for legacy systems may be necessary to prevent unauthorized system 
access, privilege escalation, and disruption of mission functions.  

 DoD Threat Model and Other Considerations 

DoD networks, systems and components are under constant cyber attack.39 The attackers may 
range in sophistication from unsophisticated hackers to well-trained, amply resourced, and highly 
motivated nation-state actors or their surrogates, intent on cyber warfare. The 2018 National 
Defense Strategy identifies a broad spectrum of threat, to include cyber –“It is now undeniable 
that the homeland is no longer a sanctuary. America is a target, whether from terrorists seeking 
to attack our citizens; malicious cyber activity against personal, commercial, or government 
infrastructure; or political and information subversion. New threats to commercial and military 
uses of space are emerging, while increasing digital connectivity of all aspects of life, business, 
government, and military creates significant vulnerabilities. During conflict, attacks against our 
critical defense, government, and economic infrastructure must be anticipated.”40 

An extensive effort to understand and map the attacks and needed mitigations for attacks on the 
DoD networks has resulted in the DoDCAR and NSA Technical Cyber Threat Framework 

                                                      
39 “Worldwide networks used by DoD are constantly under attack, and with a level of sophistication that is on the 

rise, according to retired Army Lt. Gen. Alan R. Lynn, former director of the Defense Information Systems 
Agency.” (https://www.ausa.org/news/dod-information-networks-under-constant-attack) 

40 Summary of the 2018 National Defense Strategy of the United States of America, p. 3. 

https://www.ausa.org/news/dod-information-networks-under-constant-attack
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(NTCTF) version 2,41 which provides a cyber threat framework that shows cyber adversary 
activities by stages, objectives, and actions. This analysis leverages portions of the DoDCAR and 
the ODNI’s A Common Cyber Threat Framework: A Foundation for Communication42 to facilitate 
the discussion on attack paths, threat events seeking to exploit vulnerabilities, and mitigations 
coupled with other established mitigation processes. 

 DoD Cyber Survivability Requirements 

DoD warfighting systems and networks, which are composed of NSS, must be capable of operating 
in a contested cyber environment43,44,45 and be designed to prevent, mitigate, and recover from 
cyber attacks. The SS KPP Cyber Survivability Requirement establishes the requirement for cyber 
survivability based upon Mission Type (MT) and IL.  

As discussed in the Summary of the 2018 National Defense Strategy, DoD must be prepared to 
operate in a contested cyber domain. The Chairman of the Joint Chiefs of Staff, through the Joint 
Capabilities Integration and Development System (JCIDS), requires that joint warfighting systems 
include capabilities necessary to “survive and operate in a cyber-contested environment or after 
exposure to cyber threats which prevent the completion of critical operational missions by 
destruction, corruption, denial, or exposure of information transmitted, processed, or stored.”46 

The SS KPP Cyber Survivability Endorsement Implementation Guide (CSE IG) defines the four 
mission types shown in Table 2.47 

 

                                                      
41 https://apps.nsa.gov/iaarchive/library/reports/nsa-css-technical-cyber-threat-framework-v1.cfm This release has 

been reviewed to capture recent trends, account for emerging technologies and insider threat, and include 
operational technology (OT) concepts to support threats to critical infrastructure.  

42 https://www.dni.gov/files/ODNI/documents/features/Threat_Framework_A_Foundation_for_Communication.pdf  
43 https://ndupress.ndu.edu/Publications/Article/1411713/surfing-the-chaos-warfighting-in-a-contested-

cyberspace-environment/ 
44 http://web.mit.edu/ha22286/www/papers/HF11.pdf 
45 https://www.defense.gov/Explore/News/Article/Article/2103843/dods-cyber-strategy-of-past-year-

outlined-before-congress/ 
46 JCIDS Manual, 12 February, 2015, including errata as of 18 December 2015, Appendix C, Enclosure D, p. D-C-1 
47 SS KPP Cyber Survivability Endorsement Implementation Guide, Version 2.0, p.18 

https://apps.nsa.gov/iaarchive/library/reports/nsa-css-technical-cyber-threat-framework-v1.cfm
https://www.dni.gov/files/ODNI/documents/features/Threat_Framework_A_Foundation_for_Communication.pdf
https://ndupress.ndu.edu/Publications/Article/1411713/surfing-the-chaos-warfighting-in-a-contested-cyberspace-environment/
https://ndupress.ndu.edu/Publications/Article/1411713/surfing-the-chaos-warfighting-in-a-contested-cyberspace-environment/
http://web.mit.edu/ha22286/www/papers/HF11.pdf
https://www.defense.gov/Explore/News/Article/Article/2103843/dods-cyber-strategy-of-past-year-outlined-before-congress/
https://www.defense.gov/Explore/News/Article/Article/2103843/dods-cyber-strategy-of-past-year-outlined-before-congress/
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Table 2. System Mission Types 

  

 MT 4 – Strategic/National  
The degradation of these systems would result in the highest risks to achieving national objectives; 
therefore, they require unique DoD protections for the highest levels of C, I, & A and a focus on 
survivability and resiliency requirements to ensure their continuous operation. Examples of 
strategic, national, and nuclear weapon platform systems include munitions, sub-systems, nuclear 
command and control capabilities, supporting communications systems and networks, and other 
systems containing nuclear-related information. 

 MT 3 – Operational / Tactical  
The degradation of these systems would result in high risks to mission completion; therefore, they 
require unique DoD protections for the highest levels of C, I, & A and a focus on survivability and 
resiliency requirements to ensure their continuous operation. Examples of operational or tactical 
systems include mission systems, munitions, command and control capabilities, and their 
supporting communications systems. 

 MT 2 – Mission Support 
The degradation of these systems would result in moderate to high risks to mission completion; 
therefore, they require unique DoD protections for moderate levels of C, I, & A and a focus on 
survivability and resiliency requirements to ensure near-continuous operation with rapid recovery 
from operational failures. 
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 MT 1 – Organizational Support 
The degradation of these systems could result in low to moderate risks to military and 
organizational mission accomplishment; therefore, they require moderate levels of C, I, & A and 
a focus on survivability and resiliency requirements to ensure that the information systems rapidly 
recover from operational failures. These systems may be hosted in non-DoD controlled facilities 
and may include some protections unique to DoD . 

For this analysis, it is also important to understand the ILs (see Table 3).  
Table 3. Impact Levels of System Compromise 

 

 
Note: SS KPP Cyber Survivability Endorsement Implementation Guide, Version 2.0, p. 24. 
 

For this analysis, risks from ILs ranging from IL 2 (partial compromise of mission capability or 
partial mission degradation) through IL 4 (total compromise of mission capability) for systems and 
networks supporting MT 2 (Mission Support Systems) through MT 4 (Strategic/National Systems) 
must be mitigated or avoided. 

 Applicability 
Any SCRM risks for IT components included in, supporting, or used in developing warfighting 
capabilities, networks, and systems for MT 4, 3, and 2 must be avoided or mitigated to prevent the 
compromise of the system’s ability to operate in the anticipated cyber-contested environment and 
complete the mission.  
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 Threats and Vulnerabilities  

 Threat 
The DoDCAR and ODNI threat frameworks are used to determine how adversaries, at varying 
levels of capability may take action to attack, compromise, and impact DoD systems and how DoD 
systems that support high-impact missions must be protected from compromise. The DoD Threat 
Framework is considered along with the ODNI’s Cyber Threat Framework.48,49 The analysis must 
review how each technology type and the specific components within those technology types could 
be compromised and what mitigations could be applied to counter those risks. 

For this document the Key Characteristics of Adversary Threat Tiers from the GAO Report on 
Weapons Systems Cybersecurity50 have been provided (in italics) followed by a discussion on its 
use for this document. 

  ATT 4 – Advanced  
May conduct complex, long-term cyber attack operations that combine multiple intelligence 
sources to obtain access to high-value networks. May develop detailed technical and system 
knowledge of the target system to deploy more damaging cyber attacks. 

Attackers have the capacity to conduct complex, long-term cyber-attack operations that combine 
multiple intelligence sources to obtain access to high-value networks. Advanced actors also have 
the ability to develop the detailed technical and system knowledge of the target system necessary 
to deploy more damaging cyber attacks. National-level commands and lines of targeting of 
multiple hard targets enable these actors to more effectively integrate cyber attacks with other 
operations to create strategic effects. 

 ATT 3 – Moderate  
Able to use customized malware to conduct wide-ranging intelligence collection operations, gain 
access to more isolated networks, and in some cases creates limited effects against defense critical 
infrastructure networks. 

                                                      
48 “The Cyber Threat Framework was developed by the US Government to enable consistent characterization and 

categorization of cyber threat events, and to identify trends or changes in the activities of cyber adversaries.” 
(https://www.dni.gov/index.php/cyber-threat-framework) 

49 (U) The “NSA/CSS Technical Cyber Threat Framework v2” (NTCTF v2) was developed as a technical extension 
of the Director of National Intelligence Cyber Threat Framework. Designed to standardize how NSA 
characterizes and categorizes adversary activity by using a common technical lexicon that is operating system 
independent and closely aligned with industry definitions. https://apps.nsa.gov/iaarchive/library/reports/nsa-css-
technical-cyber-threat-framework-v1.cfm 

50 https://www.gao.gov/assets/700/694913.pdf, page 9 

https://www.dni.gov/index.php/cyber-threat-framework
https://apps.nsa.gov/iaarchive/library/reports/nsa-css-technical-cyber-threat-framework-v1.cfm
https://apps.nsa.gov/iaarchive/library/reports/nsa-css-technical-cyber-threat-framework-v1.cfm
https://www.gao.gov/assets/700/694913.pdf
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Attackers are able to use customized malware with better operational security practices to conduct 
wide-range intelligence collection operations, gain access to more isolated networks, and in some 
cases, create short-duration effects against defense critical infrastructure networks. National-level 
command and control is more sophisticated, and the leadership understands the risk of unintended 
consequences of cyber attacks, but the operational tempo remains an issue. 

 ATT 2 – Limited  
Able to identify—and target for espionage or attack—easily accessible unencrypted networks 
running common operating systems using publicly available tools. Possesses some limited 
strategic planning. 

Attackers are able to identify and target (for espionage or attack) easily accessible unencrypted 
networks running common operating systems using publicly available tools. Although possessing 
some limited strategic planning, deconfliction issues and unclear command and control result in 
regular operational overlap in cyberspace. 

 ATT 1 – Nascent  
Little-to-no organized cyber capabilities, with no knowledge of a network’s underlying systems or 
industry beyond publicly available open-source information 

Attackers have little-to-no organized cyber capabilities and no knowledge of a network's 
underlying systems or industry beyond publicly connected open-source information. The 
intelligence and military apparatuses are largely ineffective against anything other than domestic 
targets and possess little awareness of how to integrate cyber operations into broader policy 
objectives. 

Some attacks by ATT 4 actors may be so sophisticated that they cannot be mitigated at the system 
level based on the use of COTS for some functions. Some vulnerabilities, possibly deliberately 
embedded, cannot be mitigated (e.g., flawed hardware based security, ineffective crypto 
implementation, exposed privileged function or data paths within the processor, or unprotected 
access points). These types of residual risks may affect the system’s confidentiality, integrity, or 
availability aspects—individually or collectively—and may be exploited anywhere in the system’s 
life cycle and manifest at a time, place, and circumstance of an adversary’s choosing.  

 Vulnerabilities 
For this analysis, a vulnerability considers the definition from the DOD Dictionary of Military and 
Associated Terms, the CNSSI 4009 National Information Assurance (IA) Glossary, 51 as well as 
the discussion on risk assessments in NIST SP800-30 related to “threat sources,” “threat events,” 

                                                      
51 “Weakness in an information system, system security procedures, internal controls, or implementation that could 

be exploited by a threat source.” CNSSI 4009, National Information Assurance (IA) Glossary. 
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and “Identify[ing] vulnerabilities within organizations that could be exploited by threat sources 
through specific threat events and the predisposing conditions that could affect successful 
exploitation.”52 

For this analysis, it is presumed that some threat sources with supply chain access (willingly or 
unwillingly abetted) would have the intent, opportunity, and capability to create vulnerabilities in 
components for which they have control or access (persistently, at will, or on demand) with the 
intent to attack the system using those components through tactics, techniques, and procedures 
described by NIST as threat events. This supply chain access may be from an insider, near-sider, 
external attack, or a combination of tactics. Representative vulnerabilities and threat events of 
concern based on adversary exploitation of the vulnerabilities are described in the next section and 
in Appendix A. 

 Representative Vulnerabilities 
For the purpose of this analysis, we synthesized representative vulnerabilities described in multiple 
documents and databases53,54,55,56,57 into 10 vulnerabilities. For specific systems and vendor 
product mixes, the analysis can decompose the attack vectors by adversary type, TTPs, and skill 
sets to the system’s architecture, data flows, control plane, and mission functions. 

• V1. Inserted hard coded, weak, or vulnerable passwords in the microelectronics, 
firmware, or software; 

• V2. Accessibility that enables subsequent insertion of malicious functions; 

                                                      
52 “Vulnerability — 1. The susceptibility of a nation or military force to any action by any means through which its 

war potential or combat effectiveness may be reduced or its will to fight diminished. (JP 3-01) 2. The 
characteristics of a system that cause it to suffer a definite degradation (incapability to perform the designated 
mission) as a result of having been subjected to a certain level of effects in an unnatural (man-made) hostile 
environment. (JP 3-60) 3. In information operations, a weakness in information system security design, 
procedures, implementation, or internal controls that could be exploited to gain unauthorized access to 
information or an information system. See also information operations. (JP 3-13)” (DOD Dictionary of Military 
and Associated Terms, retrieved April 2018, 
http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/dictionary.pdf) 

 
53 https://ics-cert.us-cert.gov/content/overview-cyber-vulnerabilities 
54 https://nvd.nist.gov/vuln 
55 https://www.itgovernance.co.uk/blog/the-top-five-common-cyber-threats-and-associated-vulnerabilities/ 
56 https://www.kennasecurity.com/prioritization-to-prediction-report/images/Prioritization_to_Prediction.pdf 
57 “The CVE website now contains 100,051 CVE Entries, each of which is a unique identifier for a publicly known 

software or firmware vulnerability. CVE, which began in 1999 with just 321 common entries on the CVE List, is 
considered the international standard for public vulnerability identifiers. CVE Entries are assigned to 
vulnerabilities in any code-based entity or standards upon which code-based entities are designed. This can 
include software, shared codebases, libraries, protocols, standards, hardware (e.g., firmware or microcode), 
hardware platforms, file formats, or data encodings.” (https://cve.mitre.org/news/archives/2018/news.html, April 
24, 2018.)  

http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/dictionary.pdf
https://cve.mitre.org/news/archives/2018/news.html
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• V3. Weaknesses introduced during integration and/or system production; 

• V4. Software weaknesses; 

• V5. Protocol weaknesses; 

• V6. Design limitations and obsolescence weaknesses; 

• V7. Cryptographic/key management weaknesses; 

• V8. Weaknesses inserted by near-sider and insider attack;  

• V9. Operational weaknesses; 

• V10. Sophisticated sabotage.  

 V1. Inserted Hardcoded, Weak, or Vulnerable Passwords in the Microelectronics, 
Firmware, or Software 

• Passwords embedded directly in microelectronics cannot be removed and generally 
provide root-level access to all of the chip’s management and supervisory functions, 
including unrestricted ability to read, write, delete, edit, and/or copy any data stored on 
the device and transiting through any communications interface that the device supports 
or participates in.  

• In some instances, the password may not be hardcoded, but the password field or other 
characteristics may be easily compromised. 

• Generally, adversary access to the microelectronics’ system’s administration privileges 
equates to a loss of the root of trust58 for a system, rendering security of other supported 
elements, such as operating systems, application-level security, and file and container 
security, ineffective. 

 V2. Accessibility That Enables Subsequent Insertion of Malicious Functions 
• Adversaries may gain access to a system through a variety of paths, including 

exploitation of the hardcoded or weak passwords in the microelectronics. Other access 
paths, however, are frequently used and may take additional effort and expertise to 
escalate privileges to compromise passwords at various levels of a system. 

                                                      
58 “Roots of trust are highly reliable hardware, firmware, and software components that perform specific, critical 

security functions. Because roots of trust are inherently trusted, they must be secure by design. As such, many 
roots of trust are implemented in hardware so that malware cannot tamper with the functions they provide. Roots 
of trust provide a firm foundation from which to build security and trust.” 
(https://csrc.nist.gov/Projects/Hardware-Roots-of-Trust, accessed June 14, 2018.) 
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• Once access has been gained, the adversary is able to insert malicious code, add 
malicious functions, or utilize ordinary transactions to carry the malicious insertion to 
other parts of the system, other users, or components.  

• The malicious insertion may include or consist of codes or functions that facilitate 
additional adversary access for later use. Such lateral movement59 puts not only adjacent 
subcomponents in a system at risk, but also other hosts, systems, and networks accessible 
to the adversary from that initial compromised access. 

 V3. Weaknesses Introduced During Integration and/or System Production  
• The inclusion of weak or vulnerable parts leads to the creation of a vulnerable system. 

Components are generally assembled from multiple subcomponents to create end 
functionality, which may be further consumed in the creation of whole systems. The 
integration of these subcomponents may inadvertently or deliberately create 
vulnerabilities. A weaker component used in the design and development of an end item 
may introduce its vulnerabilities into the overall end item and the larger system.  

• Within the integration process, incompatible or non-complementary components may 
deliberately lead to a new vulnerability. 

• As the components are assembled through a production process at market volume scale, a 
variety of tools and processes are used in the production process. Networks, for example, 
are used in the production process to download software and configuration files into the 
assembled product. Control processes typically add numerous identifiers for hardware, 
software, and configuration; use diagnostic tools; and perform test and analysis of the 
subcomponents, components, and assembled end items. All of these processes provide an 
adversary who has compromised the OEM networks or processes with opportunities to 
insert malicious software or functions or otherwise compromise the products. 

• For COTS devices manufactured at scale for a broad commercial market, any planned 
DoD use may be obscured or decided far downstream in the sales and distribution 
process. For those manufacturers with advanced integrated production and distribution 
capabilities, especially applicable for complex systems requiring factory configuration, 
the end DoD use is visible. This DoD end-use information provides an opportunity for 

                                                      
59 “Lateral movement consists of techniques that enable an adversary to access and control remote systems on a 

network and could, but does not necessarily; include execution of tools on remote systems. The lateral movement 
techniques could allow an adversary to gather information from a system without needing additional tools, such 
as a remote access tool. An adversary can use lateral movement for many purposes, including remote Execution 
of tools, pivoting to additional systems, access to specific information or files, access to additional credentials, or 
to cause an effect. The ability to remotely execute scripts or code can be a feature of adversary remote access 
tools, but adversaries may also reduce their tool footprint on the network by using legitimate credentials alongside 
inherent network and operating system functionality to remotely connect to systems.” 
(https://attack.mitre.org/wiki/Lateral_Movement)  

https://attack.mitre.org/wiki/Lateral_Movement
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adversary targeting of the components and systems, either in the manufacturing and 
distribution process or later in the patch and update process where patches are often tied 
to specific serialized components and systems, ostensibly for technical, market, and sales 
purposes. 

 V4. Software Weaknesses 
• Software is ubiquitous within the ICT environment. Software is used to design and 

develop the microelectronics, design and develop the assemblies for those 
microelectronics, and program the microelectronics, as well as being used for all of the 
internal control and configuration processes for the microelectronics and the assembled 
subassemblies and components. Software is also used to integrate the use of components, 
such as peripherals (“drivers”) and firmware; for execution of basic and possibly 
advanced specialized functions; and for operating systems. As part of the system’s 
services supported by these basic functions, a variety of protocols are implemented and 
supported for networking, encryption and authentication, container and files 
management, and machine-to-machine interactions. Applications are generally developed 
on top of these systems services and often include an additional set of protocols, 
networking requirements, account and user management, and security implementation. 
An example of a software vulnerability resulting in compound vulnerabilities being 
exploited is where multiple vulnerabilities in PHP (a programming language) could allow 
for arbitrary code execution.60 Over 108,000 software-related vulnerabilities have been 
documented in the National Vulnerability Database.61 

 V5. Protocol Weaknesses 
• Within the IT environment, the communication, interaction, and collaboration between 

devices, users, and processes are defined and agreed upon to enable the needed functions. 
Of special interest to this analysis are communications protocols.62 While the structured 

                                                      
60 “Multiple vulnerabilities have been discovered in PHP, the most severe of which could allow an attacker to 

execute arbitrary code. PHP is a programming language originally designed for use in web-based applications 
with HTML content. PHP supports a wide variety of platforms and is used by numerous web-based software 
applications. Successfully exploiting the most severe of these vulnerabilities could allow for arbitrary code 
execution in the context of the affected application. Depending on the privileges associated with the application, 
an attacker could install programs; view, change, or delete data; or create new accounts with full user rights. 
Failed exploitation could result in a denial-of-service condition.” (https://www.cisecurity.org/advisory/multiple-
vulnerabilities-in-php-could-allow-for-arbitrary-code-execution_2018-003/, accessed June 14, 2018) 

61 https://nvd.nist.gov/general/nvd-dashboard 
62 “When computers communicate with each other, there needs to be a common set of rules and instructions that 

each computer follows. A specific set of communication rules is called a protocol. Because of the many ways 
computers can communicate with each other, there are many different protocols -- too many for the average 
person to remember. Some examples of these different protocols include PPP, TCP/IP, SLIP, HTTP, and FTP.” 
https://techterms.com/definition/protocol accessed June 14, 2018 

https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-php-could-allow-for-arbitrary-code-execution_2018-003/
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-php-could-allow-for-arbitrary-code-execution_2018-003/
https://techterms.com/definition/protocol
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nature of each communications protocol provides the needed detail for connecting and 
sharing data, it also provides information to adversaries looking for vulnerabilities and 
opportunities to insert malicious code, data, or signal. This is an active area of research 
and discussion.63 Protocol vulnerabilities are often high risk.64 The Internet protocols for 
networking, IP and TCP, are well known.65 Within DoD systems, additional 
communications protocols include platform-level protocols, such as MIL-STD-1553 for 
military platform integration,66 and the Controller Area Network (CAN) for in-vehicle 
communications.67 

• In addition to the user-facing communications protocols, additional protocols are used to 
manage deeply buried systems functions, including firmware updates and flash memory 
management.68 

 V6. Design Limitations and Obsolescence Weaknesses 
• For market purposes, OEMs may deliberately exclude some security features or continue 

using demonstrably weaker security functions or designs. These advanced security 
features may be reserved for the newer OEM products or avoided due to functionality 
impacts, conflicts with other function in their system, or for cost and complexity reasons. 

• The product may have been designed and developed in an earlier period and continues to 
be popular in the marketplace, even though it has been shown to have security 
weaknesses and vulnerabilities. 

• Patches may not be available or feasible for legacy products. 

                                                      
63 https://engineering.purdue.edu/kak/compsec/NewLectures/Lecture16.pdf 
64 https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-cisco-products-could-allow-for-remote-code-

execution_2018-063/  
65 http://docwiki.cisco.com/wiki/Internet_Protocols  
66 MIL-STD-1553 is a military standard published by the DoD that defines the mechanical, electrical, and functional 

characteristics of a serial data bus. It was originally designed for use with military avionics, but has also become 
commonly used in spacecraft on-board data handling (OBDH) subsystems, both military and civil. It features a 
dual redundant balanced line physical layer, a (differential) network interface, time division multiplexing, half-
duplex command/response protocol, and up to 31 remote terminals (devices). https://www.milstd1553.com/  

67 Bosch originally developed the Controller Area Network (CAN) in 1985 for in-vehicle networks. In the past, 
automotive manufacturers connected electronic devices in vehicles using point-to-point wiring systems. 
Manufacturers began using more and more electronics in vehicles, which resulted in bulky wire harnesses that 
were heavy and expensive. They then replaced dedicated wiring with in-vehicle networks, which reduced wiring 
cost, complexity, and weight. CAN, a high-integrity serial bus system for networking intelligent devices, emerged 
as the standard in-vehicle network. The automotive industry quickly adopted CAN and, in 1993, it became the 
international standard known as ISO 11898. http://www.ni.com/white-paper/2732/en/  

68 Bootloader Firmware Update Protocol and Procedure 
https://www.trinamic.com/fileadmin/assets/Support/Appnotes/AN022-Bootloader_protocol.pdf  

https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-cisco-products-could-allow-for-remote-code-execution_2018-063/
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-cisco-products-could-allow-for-remote-code-execution_2018-063/
http://docwiki.cisco.com/wiki/Internet_Protocols
https://www.milstd1553.com/
http://www.ni.com/white-paper/2732/en/
https://www.trinamic.com/fileadmin/assets/Support/Appnotes/AN022-Bootloader_protocol.pdf
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• Patches for legacy products may not fully mitigate identified vulnerabilities. Firmware 
patches for hardware errata, for example, are dependent on maintaining integrity control 
of the firmware and, in-turn, may be surreptitiously attacked and modified. 

 V7. Cryptographic/Key Management Weaknesses 
• Many systems utilize various forms of cryptography to protect data in transit, in use, and 

at rest. Cryptographic protections rely on the use of sufficiently secure cryptographic 
algorithms, a technically sound implementation in the system, and the security of the 
keys for encrypting and decrypting data. 

• Attacks on crypto keys in use or in storage are well documented in the National 
Vulnerability Database. An example is CVE-2017-13098, in which an attacker can steal a 
key from a vulnerable application and use it to attack further into the system.69 

 V8. Weaknesses Inserted by Near-sider and Insider Attack  
• When the security mechanism assumes that protections will be provided through other 

means, such as physical security or policies and procedures, the security mechanism is 
vulnerable to a compromise of the assumed policy, process, or protection. 

• When near-siders have proximity access to the development and production process, they 
have opportunities to hack into the production processes, networks, and tools and insert 
malicious functions or logic. Near-siders may also exfiltrate security information on the 
products to abet future malicious activity, including test and configuration information 
that disclose vulnerabilities, end use in DoD, or product identification and settings, such 
as default passwords, common in COTS products. 

• Insider attacks include near-sider attacks, as well as adversary capabilities, which may be 
willingly and knowingly or unwillingly and unknowingly abetted by the vendor, to 
pointedly insert malicious code, functions, or vulnerabilities for future exploitation. 

 V9. Operational Weaknesses 
• When various COTS components are integrated into operational systems, a number of 

configuration and operational settings are required to prevent adversary access, actions to 
exploit vulnerabilities, and actions to deny, degrade, or destroy functional processes. 
Operator, user, and systems administrator errors or omissions are commonplace. Delays 
in applying patches, failure to ensure that patched are from valid sources, and failure to 

                                                      
69 “BouncyCastle TLS prior to version 1.0.3, when configured to use the JCE (Java Cryptography Extension) for 

cryptographic functions, provides a weak Bleichenbacher oracle when any TLS cipher suite using RSA key 
exchange is negotiated. An attacker can recover the private key from a vulnerable application. This vulnerability 
is referred to as ‘ROBOT.’” (https://nvd.nist.gov/vuln/detail/CVE-2017-13098, accessed June 14, 2018) 

https://nvd.nist.gov/vuln/detail/CVE-2017-13098
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monitor and detect adversary activity will expose the system, its data, and its function to 
attack. 

• A vulnerability may not yet have been publically identified and patched. These “zero 
day” vulnerabilities cannot be prevented by the systems administrators, but they need to 
be mitigated upon identification in a timely manner. In many cases, the patches must be 
developed by the OEM and provided to the systems administrators through the OEM 
channels. The timing, content, and completeness of the patch are dependent on the 
OEM’s performance. 

 V10. Sophisticated Sabotage  
• An advanced adversary may use selected aspects of V1 through V9 (above) with 

extraordinary knowledge, resources, and skill. 

• An advanced adversary’s malicious insertion into a component would be designed to 
operate opaquely and maliciously in privileged mode (if achievable). It could have broad 
access to systems and systems management functions or an ability to implement or 
disrupt cybersecurity functions, as well as deviously crafted functionality to deny, 
disrupt, or destroy component or systems functions or directly attack (or create avenues 
for attacks) on interconnected components and networks. 

 Threat Events, Mitigations, and Residual Risk 

When various vulnerabilities are included or discovered in a component, an adversary may take 
specific action to exploit that vulnerability and attack the system. A threat actor may exploit a 
vulnerability (initiating a threat event) in a variety of ways to access a system, laterally move 
through the system, and conduct cyber attacks through and on other components, the systems data 
buses, the local and wide area network, and information operations and applications and their 
functions. 

 Threat Events  
For each of the representative vulnerabilities identified above, a set possible threat events have 
been identified. This analysis leverages the example ICT supply chain threat events provided in 
NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information Systems and 
Organizations, which provides 40 threat events. Additionally, this analysis leverages the 102 
representative threat events provided in NIST SP 800-30, Revision 1, Guide for Conducting Risk 
Assessments.  

The 142 total threat events have been used to create the 21 representative composite threat events 
for this analysis. A system-specific threat event analysis may require a different composite. The 
generic composite assists in understanding how adversaries could exploit representative 
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vulnerabilities and the degree to which available mitigations could reduce the risk from those 
vulnerabilities. These threat events combine various adversary TTPs and projected activities from 
multiple threat events described in NIST SP 800-30 and SP 800-161. The threat events in both 
NIST SP 800-30 and SP 800-161 have been included and numbered for this analysis and referenced 
in the threat events for this analysis. They have been included as Appendix D of this document. 
These threat events are not exhaustive, and specific threat events for complex systems or unique 
designs may need to be identified. 

For each threat event, various mitigations have been detailed along with considerations for those 
mitigations and the residual risk after the mitigations have been applied. 

For attacks arising from supply chain risks, there are fundamental vulnerabilities and risks that 
defense-in-depth, containment, or oversight cannot mitigate. These were discussed earlier as un-
mitigatable vulnerabilities. This term is particularly applicable when the components operate in 
privileged mode, operate with system’s management capabilities, or are specifically vulnerable to 
close interaction with critical systems functions and components, such as the operating system, 
firmware, and microelectronics chip level functions. At this layer of the system’s architecture, 
multiple trust relationships that facilitate normal performance and security are typically enabled. 
These components are often used to implement some cybersecurity functions. The use of 
cybersecurity components that have not been evaluated to meet a protection profile is likely to 
result in an un-mitigatable vulnerability. 

As an example, for cybersecurity, the systems must trust the central processing unit (CPU) and 
motherboard functions, which in turn require trust in the operating system, BIOS/UEFI, and 
associated drivers and systems-level components. The cybersecurity of the system is based on the 
ability of the system’s administrator to securely configure, operate, and update the system and its 
cybersecurity components and functions. If the piece-parts—including the hardware, firmware, 
software, and their updates on which the system’s administrator relies for cybersecurity—are 
compromised, the confidentiality, integrity and availability of the system are at risk.  

These threat events have been generalized for the purpose of this analysis to assist in the 
understanding of the types of threats/threat events that could exploit the representative 
vulnerabilities shown in Appendix A. 

Application of threats, the vulnerabilities that they can create and their possible exploitation of 
those vulnerabilities in threat events, their mitigations, and their residual risk have been applied to 
the illustrative technology types. This provides an overarching understanding of the SCRM risk 
faced in the use of components from weak, vulnerable, or in the case of this Section 2339a analysis, 
untrustworthy suppliers of concern. 

Threat actors may seek to exploit malicious insertions or vulnerabilities that have been deliberately 
pre-established during the supply chain process. These attacks, described as threat events, seek to 
degrade, deny, destroy, or infiltrate the system, and they must be mitigated. In this analysis, for 
each of the representative vulnerabilities described above (V1 through V10), 15 general mitigation 
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techniques from “isolation” through “use of trusted vendors” have been identified. Some 
techniques are useful in countermeasuring multiple threat events. In total, 25 applicable 
representative mitigations have been identified. They have been numbered to correspond to their 
primary use in mitigating a specific representative vulnerability. For example, for the vulnerability 
“V1”, three representative threat events (T1a, T1b, and T1c) have been described. Multiple 
mitigations (M1a, M1b, M1c, and M1d) have been applied. A general discussion on mitigations is 
provided in Appendix D of NIST SP 800-161, but it does not include the needed mitigations for 
this 2339a-level analysis. For this document, 15 mitigations for the representative threat events 
were assembled, loosely based on applicable controls and their supplemental SCRM guidance 
provided in Chapter 3 of NIST SP 800-161. The use of SCRM mitigations in reducing risk in 
various threat events are described in detail in Appendix A. 

The techniques in the threat event mitigations against multiple threat events have some common 
themes as shown below in Table 4. 

Table 4. General Mitigation Techniques 

Isolation: M1a  Partitioning: M1c Hardening; M2b 

Replacement: M6b Parallel/redundant Operations: M4c Monitoring: M1b, M3b 

Assessment and 
Testing: M4b 

Added cryptographic protections: M7a, 
M7b 

Use of higher strength protocols: M7b 

Patch risk 
mitigation 
regimes; M2a, 
M6a  

Compensatory Operational practices: 
M5a, M5b, M8a, M8b, M9b, M10b 

Securing configurations: M4a, M9a, M10a 

Virtualization: M1d Use of Standards: M3a Use Trusted Integration Vendors: M3c, 
M3d 

 Residual Risk  
After attacks are considered and available mitigations are applied, the residual risk must then be 
identified and considered. If the residual risks continue to pose unacceptable survivability risks to 
NSS, including warfighting systems, networks, or information, then that component/vendor must 
be avoided. Some components that do not perform critical functions may nonetheless access or 
provide access to more important systems information or components or may operate within a trust 
relationship with those components and systems and thus provide a path for malicious activity; 
thus, they should also be avoided.  

The effectiveness of mitigations of vulnerabilities against a particular attack type may be 
dependent on the capabilities of the cyber adversary. Some mitigations may not be effective against 
the most capable and determined adversaries. The adversaries have been characterized in the 2014 
National Intelligence Estimate as “Advanced,” “Moderate,” “Limited,” and “Nascent,” as 
described earlier. 
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To assess residual risk, the risk assessment scale (Table 5) and risk descriptions (Table 6) from 
NIST SP 800-30 Rev 1 were leveraged to understand and roughly calculate residual risk.  

Specific residual risk for a specific system, the component, and the threat understanding for the 
supplier of concern will need to be performed for the supplier-specific 2339a LIMA. 

Table 5. Assessment Scale – Level of Risk (Combination of Likelihood and Impact) 
 

Likelihood  
(Threat Event 

Occurs and Results 
in Adverse Impact) 

 
Level of Impact 

 
Very Low 

 
Low 

 
Moderate 

 
High 

 
Very High 

Very High Very Low Low Moderate High Very High 

High Very Low Low Moderate High Very High 

Moderate Very Low Low Moderate Moderate High 

Low Very Low Low Low Low Moderate 

Very Low Very Low Very Low Very Low Low Low 

Note: NIST SP 800-30, Revision 1, Guide for Conducting Risk Assessments, p. I-1. 
 

Table 6. Assessment Scale – Level of Risk 
 

Qualitative 
Values 

 
Semi-Quantitative 

Values 
Description 

Very High 96–100 10 
Very high risk means that a threat event could be expected to have multiple severe or 
catastrophic adverse effects on organizational operations, organizational assets, individuals, 
other organizations, or the Nation. 

High 80–95 8 
High risk means that a threat event could be expected to have a severe or catastrophic 
adverse effect on organizational operations, organizational assets, individuals, other 
organizations, or the Nation. 

Moderate 21–79 5 
Moderate risk means that a threat event could be expected to have a serious adverse 
effect on organizational operations, organizational assets, individuals, other organizations, 
or the Nation. 

Low 5–20 2 
Low risk means that a threat event could be expected to have a limited adverse effect on 
organizational operations, organizational assets, individuals, other organizations, or the 
Nation. 

Very Low 0–4 0 
Very low risk means that a threat event could be expected to have a negligible adverse 
effect on organizational operations, organizational assets, individuals, other organizations, 
or the Nation. 

Note: NIST SP 800-30, Revision 1, Guide for Conducting Risk Assessments, p. I-2. 

The color coding of the residual risks are based upon the Issue Consequence Reporting Matrix 
within the DoD Risk, Issue, and Opportunity Management Guide for Defense Acquisition 
Programs (see Figure 1). 
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Figure 1. Issue Consequence Reporting Matrix 

Note: DoD Risk, Issue, and Opportunity Management Guide for Defense Acquisition Programs, p. 41. 

 Example of Residual Risk as Shown for Components Grouped into 
Illustrative Technology Types  

A typical vendor’s technologies have been organized for illustrative purposes into endpoint, IT 
infrastructure, application, and cybersecurity functions, for discussion purposes. Within each 
technology type, a number of components have been included. This is illustrative, as individual 
suppliers may creatively categorize their products for marketing purposes and business advantage. 
Some suppliers may have limited product sets or may market their technologies through 
partnerships and licensing arrangements. 

Analyses of the vulnerabilities, threats events, and mitigations, as well as the residual risks shown 
below, have been developed for each of the illustrative technology types. The residual risks include 
consideration of the NSS’s MT and IL, and DITPR Mission Critical/Mission Essential designation, 
if compromised.  

For NSS that are not categorized by MT for survivability purposes or as Mission Critical, Mission 
Essential, or Mission Support (i.e., defined as not Mission Critical or Mission Essential), an 
individual cybersecurity risk analysis for that NSS is required for determining the level of impact 
that can be expected to result from the consequences of unauthorized destruction of information 
or loss of information or information system availability.70  

An Example of Risk has been assessed for each illustrative technology type and their components, 
(Table7) shown below, and based on the threats, vulnerabilities, mitigations available, and residual 

                                                      
70 NIST SP 800-30, p. 11. 
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risk, their assessed risk shown in Tables 9-12. Actual risk assessment would need to consider the 
system’s security architecture, other inherited protections, and situation-specific use requirements. 

Note that the mapping of NSS as Mission Critical, Mission Essential, and Mission Support and its 
corresponding Cyber Survivability Risk Category is a generalization for this analysis. Specific 
systems categorization decisions would be authoritative. The 10 USC Section 2339a language 
specifically applies to NSS, and any designation for Systems Survivability/Cyber Survivability 
under the JCIDS is a further indicator of the criticality of the system, its mission type, and impact 
of compromise. The analysis is further detailed in Appendix B. 

Table 7. Illustrative Technology Types 

 
 

 
 

 
 

Technology Types

Components Endpoint 
Technology (E)  

Infrastructure 
Technology (I)

Application 
Technology (A)

Cybersecurity 
Components (C)

1. Laptops E
2. Desktops/All-in-Ones E
3. Workstations E
8. Monitors E
11. Smartphones and Tablets E
4. Servers I
5. Enterprise Storage I
6. Networking I
7. Software-Defined Infrastructure I
13. Hard-Drive Storage I
9. Artificial Intelligence A
10. Big Data A
12. Gaming A
14. Illustrative Cybersecurity Products

(see NIAP technology types)
a.  Cryptologic, Key, and Certificate Support C
b.  Firewall and Access Control C
c.  Network and Endpoint Defense Tools C
d.  Information Protection C
e.  Host and Server Protection C
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Table 8. Overall Assessment of Residual Risk 
Are Available Mitigations Sufficient for Use of Components from Suppliers of Concern in Mission 

Critical/Mission Essential NSS, Including Weapons Platforms, Networks, and Information 
Systems? 

Mission Critical NSS Mission Essential NSS Mission Support NSS 

Mission Critical and 
Strategic National 
Systems – MT 4 

Mission Essential and 
Operational Tactical 

Systems – MT 3 

Military Support and 
Mission Support 
Systems – MT 2 

Organizational Support 
Systems – MT 1 

NO NO NO Limited 

Mitigations do not 
sufficiently mitigate the 
vulnerability for 
strategic and national 
warfighting systems. 

Mitigations do not 
sufficiently mitigate the 
vulnerability for 
operational tactical 
warfighting systems. 

Mitigations do not 
sufficiently mitigate the 
vulnerability for mission 
support systems. 

Mitigation may be sufficient for 
those situations where the 
system is used to process low 
sensitivity data (i.e., with low 
confidentiality requirements), 
where the tolerance for loss of 
both the system’s integrity and 
availability is high, and where the 
component can be effectively 
isolated to prevent lateral attacks 
within the overall capability or 
system and against 
interconnected systems of 
systems, networks, or other trust 
relationships. 
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Table 9. Assessment of Residual Risk for Endpoints  
Are Available Mitigations Sufficient for Use of Components from Suppliers of Concern in Mission 

Critical/Mission Essential NSS, Including Weapons Platforms, Networks, and Information 
Systems? 

Mission Critical NSS Mission Essential NSS Mission Support NSS 

Mission Critical and 
Strategic National 
Systems – MT 4 

Mission Essential and 
Operational Tactical 

Systems – MT 3 

Military Support and 
Mission Support 
Systems – MT 2 

Organizational Support 
Systems – MT 1 

NO NO NO Limited 

Mitigations do not 
sufficiently mitigate the 
vulnerability for strategic 
and national warfighting 
systems. 

Mitigations do not 
sufficiently mitigate the 
vulnerability for 
operational tactical 
warfighting systems. 

Mitigations do not 
sufficiently mitigate the 
vulnerability for mission 
support systems. 

Mitigation may be sufficient for 
those situations where system is 
used to process low sensitivity 
data (i.e., with low confidentiality 
requirements), where the 
tolerance for loss of both the 
system’s integrity and availability 
is high, and where the 
component can be effectively 
isolated to prevent lateral attacks 
within the overall capability or 
system and against 
interconnected systems of 
systems, networks, or other trust 
relationships. 

 
Table 10. Residual Risk for IT Infrastructure  

Are Available Mitigations Sufficient for Use of Components from Suppliers of Concern in Mission 
Critical/Mission Essential NSS, Including Weapons Platforms, Networks, and Information 

Systems? 
Mission Critical NSS Mission Essential NSS Mission Support NSS 

Mission Critical and 
Strategic National 
Systems – MT 4 

Mission Essential and 
Operational Tactical 

Systems – MT 3 

Military Support and 
Mission Support 
Systems – MT 2 

Organizational Support Systems – 
MT 1 

NO NO NO Limited 

Mitigations do not 
sufficiently mitigate the 
vulnerability for strategic 
and national warfighting 
systems. 

Mitigations do not 
sufficiently mitigate the 
vulnerability for 
operational tactical 
warfighting systems. 

Mitigations do not 
sufficiently mitigate the 
vulnerability for mission 
support systems. 

Mitigation may be sufficient for those 
situations where the system is used to 
process low sensitivity data (i.e., with 
low confidentiality requirements), where 
the tolerance for loss of both the 
system’s integrity and availability is 
high, and where the component can be 
effectively isolated to prevent lateral 
attacks within the overall capability or 
system and against interconnected 
systems of systems, networks, or other 
trust relationships. 
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Table 11. Residual Risk for Applications 

Are Available Mitigations Sufficient for Use of Components from Suppliers of Concern in Mission 
Critical/Mission Essential NSS, including Weapons Platforms, Networks, and Information 

Systems? 
Mission Critical NSS Mission Essential NSS Mission Support NSS 

Mission Critical and 
Strategic National 
Systems – MT 4 

Mission Essential and 
Operational Tactical 

Systems – MT 3 

Military Support and 
Mission Support 
Systems – MT 2 

Organizational Support 
Systems – MT 1 

NO NO Limited Limited 

Mitigations do not 
sufficiently mitigate the 
vulnerability for strategic 
and national warfighting 
systems. 

Mitigations do not 
sufficiently mitigate the 
vulnerability for 
operational tactical 
warfighting systems. 

Limited applications 
capable of containment, 
such as in virtualized 
environments, may be 
rendered safe for use. 
Mitigations may not 
sufficiently mitigate the 
vulnerability for the MT3 
or MT4 systems. 

Mitigation may be sufficient for 
those situations where the 
system is used to process low 
sensitivity data (i.e., with low 
confidentiality requirements), 
where the tolerance for loss of 
both the system’s integrity and 
availability is high, and where the 
component can be effectively 
isolated to prevent lateral attacks 
within the overall capability or 
system and against 
interconnected systems of 
systems, networks, or other trust 
relationships. 

 
Table 12. Residual Risk for Cybersecurity Components  

Are Available Mitigations Sufficient for Use of Components from Suppliers of Concern in Mission 
Critical/Mission Essential NSS to include Weapons Platforms, Networks, and Information 

Systems? 
Mission Critical NSS Mission Essential NSS Mission Support NSS 

Mission Critical and 
Strategic National 
Systems – MT 4 

Mission Essential and 
Operational Tactical 

Systems – MT 3 

Military Support and 
Mission Support 
Systems – MT 2 

Organizational Support 
Systems – MT 1 

NO NO NO NO 

Products must meet NIAP 
Protection Profiles. 
Otherwise, mitigations do 
not sufficiently mitigate the 
vulnerability for strategic 
and national warfighting 
systems. 

Products must meet NIAP 
Protection Profiles. 
Otherwise, mitigations do 
not sufficiently mitigate 
the vulnerability for 
operational tactical 
warfighting systems. 

Products must meet 
NIAP Protection Profiles. 
Otherwise, mitigations do 
not sufficiently mitigate 
the vulnerability for 
mission support systems. 

Products must meet NIAP 
Protection Profiles. Otherwise, 
mitigations do not sufficiently 
mitigate the vulnerability for 
organizational support systems. 
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 Risk Considerations for Specialized Use of IT: Industrial Control 
Systems/Supervisory Control and Data Acquisition 
Systems/Operational Technology and Platform IT in NSS 

As the cost of computing has dropped and IT capability (CPU speed, memory and storage capacity) 
has dramatically increased, general computing technology has typically replaced (lower cost, but 
lower capability) programmable logic devices in many specialized implementations, such as 
industrial control systems, supervisory control and data acquisition systems, and other forms of 
operational technology (ICS/SCADA/OT).71 The central host computer in an ICS/SCADA/OT 
system may be a very close variant of a general purpose computer used in many other functional 
applications. In some instances, the ICS/SCADA/OT function is provided as a software application 
for operation on traditional endpoints and IT infrastructure though either a cloud or network 
interface.72 ICS/SCADA/OT implementations needed to meet stringent performance, space, 
weight, power, cooling, and environmental challenges may still be delivered on customized 
components and with purpose-built hardware and software.73 An ICS/SCADA/OT system may 
also incorporate various edge devices (sensors and actuators74) to achieve its needed functionality.  

ICS/SCADA/OT systems architected with actuators (controlling motors, and switches) can bridge 
the cyber and physical realms for NSS. Applications in functions such as water and power 
management, manufacturing and industrial control, facility security, and operation of medical 
devices are well established and are not likely to be NSS. Guidance and information on non-NSS 
ICS/SCADA/OT is abundant from the National Cybersecurity and Communications Integration 
Center (NCCIC) Industrial Control Systems website (https://ics-cert.us-cert.gov/about-us). 

The use of ICS/SCADA/OT systems in vehicles and NSS platforms, however, has been rapidly 
evolving to include autonomy, operator assisted applications, and robotics, and is an area requiring 
increased security. 

At a higher level, the discussion on cyber-physical systems builds upon and leverages the many 
types of systems in which logical processes are executed in the physical environment. “Cyber-
Physical Systems (CPS) comprise interacting digital, analog, physical, and human components 
engineered for function through integrated physics and logic. These systems will provide the 
                                                      
71 Operational technology (OT) is hardware and software that detects or causes a change through the direct 

monitoring and/or control of physical devices, processes and events in the enterprise. https://www.gartner.com/it-
glossary/operational-technology-ot  

72 http://ws.linuxscada.info/index-sel-products.htm  
73 https://www.honeywellprocess.com/en-US/explore/products/control-monitoring-and-safety-systems/safety-

systems/Pages/fail-safe-controller.aspx  
74 https://www.progressiveautomations.com/introduction-to-actuators-

part?msclkid=7f098955475b1649e42dd55cdcd2404c&utm_source=bing&utm_medium=cpc&utm_campaign=Bi
ng_Education_Desktop&utm_term=%2Bwhat%20%2Bis%20%2Ba%20%2Bactuator&utm_content=%5BInform
ation%5D%20what%20is%20an%20actuator 

https://www.gartner.com/it-glossary/operational-technology-ot
https://www.gartner.com/it-glossary/operational-technology-ot
http://ws.linuxscada.info/index-sel-products.htm
https://www.honeywellprocess.com/en-US/explore/products/control-monitoring-and-safety-systems/safety-systems/Pages/fail-safe-controller.aspx
https://www.honeywellprocess.com/en-US/explore/products/control-monitoring-and-safety-systems/safety-systems/Pages/fail-safe-controller.aspx
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foundation of our critical infrastructure, form the basis of emerging and future smart services, and 
improve our quality of life in many areas.”75  

Platform IT (PIT) in NSS encompasses various forms of ICS/SCADA technology, as well as in 
various warfighting capabilities. The use and inclusion of IT includes COTS products adapted for 
platform use and specialized IT configured, packaged, or engineered for space, weight, power, 
cooling, energy considerations, performance and reliability requirements, and operational 
environment conditions. IT integrated into platforms with warfighting capabilities including 
sensors and targeting, platform command and control, munitions execution and support, and 
communications require elevated levels of cybersecurity to ensure mission success.  

IT integral to the design and operation of the platform requires C, I, and A to reliably, safely, and 
securely maintain platform operations. IT supporting or providing critical platform functions 
within an NSS require C, I, and A commensurate with safety of life.  

PIT is discussed in detail in DoD Instruction 8500.01, Enclosure 3 page 39. This document, is 
focused on risks from use of components everywhere in an NSS, to include PIT, from a supplier 
of concern. In addition to the protection of warfighter functions discussed elsewhere, deep 
attention must also be provided to the underlying platform performance, survivability, safety, and 
integrity.  

The vulnerabilities within the IT used in ICS are also common to IT as used within NSS as shown 
in Table 13, which is excerpted from the ICS-CERT Annual Assessment Report.76 

Table 13. FY 2014–2106 Top Weakness Categories in Order of Prevalence 

 
Thus, IT used in PIT, even when used for ICS/SCADA/OT related functions, must be able to 
withstand adversary-induced failures through mitigations77 if they are to be safely used in NSS 
mission critical systems and supporting functions. The mitigations must be realistic, affordable, 

                                                      
75 https://www.nist.gov/el/cyber-physical-systems 
76 https://ics-cert.us-

cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report
_S508C.pdf  

77 https://ics-cert.us-
cert.gov/sites/default/files/documents/Seven%20Steps%20to%20Effectively%20Defend%20Industrial%20Contro
l%20Systems_S508C.pdf 

https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf
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and effective to reduce residual risks to an acceptable level, commensurate with the systems 
mission criticality, impact of loss, and impact to the system’s C, I, & A.  

In the context of understanding supply chain risk in vendor products, whether used in IT 
infrastructure, applications, networks, cybersecurity functions, or even PIT or ICS/SCADA/OT, 
there is growing interest and adaptation of a zero trust paradigm in which boundary protection 
weaknesses are mitigated through a “deny by default” approach at every point in an architecture, 
from the boundary to each internal intersection and interface.78,79 This is an evolving technology, 
and contemporaneous references should be used when assessing vendor products related to or 
impacted by zero trust technology. NIST SP 800-207 while still in draft, (as of May 2020) provides 
useful information on zero trust. 

 

 
 

 

                                                      
78 Zero trust refers to an evolving set of network security paradigms that narrows defenses from wide network 

perimeters to individual resources. Its focus on protecting resources rather than network segments is a response to 
enterprise trends that include remote users and cloud-based assets that are not located within an enterprise-owned 
network boundary. https://csrc.nist.gov/publications/detail/sp/800-207/draft  

79 Rooted in the principle of “never trust, always verify,” zero trust is designed to protect modern digital 
environments by leveraging network segmentation, preventing lateral movement, providing Layer 7 threat 
prevention, and simplifying granular user-access control. https://www.paloaltonetworks.com/cyberpedia/what-is-
a-zero-trust-architecture 

https://csrc.nist.gov/publications/detail/sp/800-207/draft
https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-architecture
https://www.paloaltonetworks.com/cyberpedia/what-is-a-zero-trust-architecture
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 Vulnerability Analysis 

This Appendix provides an analysis of each representative vulnerability, the threat events of 
concern, how an adversary could exploit the vulnerabilities, the mitigations identified, and the 
residual risks and mitigation limitations. 

This analysis leverages the ICT supply chain threat events provided in NIST Special Publication 
800-161, Supply Chain Risk Management Practices for Federal Information Systems and 
Organizations. Additionally, this analysis leverages the 102 Representative Threat Events 
provided in NIST Special Publication 800-30, Revision 1, Guide for Conducting Risk Assessments.  

The threat events for this analysis and included in this Appendix have been created for the purpose 
of understanding how adversaries could exploit representative vulnerabilities and the degree to 
which available mitigations could reduce the risk from those vulnerabilities. These threat events 
combine various adversary TTP and projected activities from multiple threat events described in 
SP 800-30 and SP 800-161.  

The threat events in both SP 800-30 and SP 800-161 have been included and numbered for this 
analysis and are referenced in blue font in the Threat Events column for this analysis.  

Representative RMF Control Mitigations have been derived from SP 800-30, SP 800-161, and SP 
800-53. Identification of RMF Controls applicable from SP 800-53 are notional and not 
exhaustive, as their use is dependent on the system’s architecture, and reliance on use of other 
RMF Controls, and the countermeasures to be inherited. They have been identified in blue font in 
the Mitigations Column. 
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Table A-1. Vulnerability Analysis: V1. Inserted Hardcoded, Weak, or Vulnerable Passwords in the 
Microelectronics, Firmware, or Software 

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T1a. Adversary easily 
gains access to all 
privileged (systems 
admin) functions, 
manipulates 
configuration files, 
disables security 
mechanisms, attacks 
user accounts, 
obfuscates its 
presence, and exploits 
and exfiltrates data.  
 
SP 800-30: 14; 16; 41; 
42; 46; 65; 72; 75; 77; 
78. 
 
SP 800-161: 6; 10; 12; 
14; 16; 24; 25; 28; 29; 
31  

M1a. Isolation, 
partitioning, operation 
restrictions, limitations 
in use; M1b, increased 
Security Event and 
Incident and other 
monitoring;  
M1c, layered and 
redundant architecture 
with vendor diversity 
 
SP 800-161: SC-7, CA-
7, CM-3, CM-5 (1), CP-
2 

M1a may impose 
significant higher cost for 
isolation and partitioning, 
and performance 
restrictions. M1b may 
increase costs with limited 
success of detection for 
skillfully crafted malicious 
behavior. M1c requires 
the highest cost and 
requires a redundant 
heterogeneous vendor-
diverse parallel capability, 
with a monitoring 
capability capable of 
detecting and triggering 
alerts and alternative 
processing when 
malicious behavior is 
detected. 

Significant residual risks 
remain, in that M1b and M1c 
are highly dependent on the 
ability of the monitoring to 
detect malicious activity and 
respond in tactically relevant 
time frames to prevent mission 
impact and protect sensitive 
information from exposure, 
alteration, and/or exfiltration. 

T1b. Adversary uses 
trust relationships to 
attack other systems 
components at the 
bus-level and through 
network accessible 
components and 
systems and 
establishes embedded 
privileged accounts for 
permanent infiltration 
on the system, 
network, and 
connected systems. 
 
SP 800-30: 5; 10; 45; 
46; 57; 59; 74; 79 
 
SP 800-161: 6;9;10,13 

Mitigations include 
M1a., M1b., M1c., as 
well as 
M1d. Abstraction of 
trust management to a 
virtual or hardware-
hybrid hypervisor 
 
SP 800-161 SC-29 

For mitigation M1d, the 
underlying implementation 
of the abstraction must 
include needed separation 
of trust and information 
domains and protection of 
information in transit, in 
use, and at rest 
throughout the system 
and in all of its operations. 
The overhead and 
complexity of virtualization 
and the burden of 
implementing virtualization 
for small parts of a larger 
more complex system 
must be included in 
overall operator and life-
cycle sustainment costs 
and processes. 

Significant residual risks 
remain for other components 
exposed to the compromised 
part or that share any level of 
trust relationship with the 
component controlled by the 
adversary. 
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Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T1c. Adversary 
attacks applications 
and warfighting 
functions hosted by 
the system or 
traversing exposed 
network and data 
paths with the 
intention of subverting, 
denying, or destroying 
the warfighting 
function upon demand 
or via trigger events, 
activities, or data 
flows. 
 
SP 800-30: 43; 
46;59;66; 67; 68; 69; 
70; 73 
 
SP 800-161: 20; 21; 
27; 32 

Mitigations include M1a, 
M1b, M1c, as well as 
M1d. Abstraction of 
trust management to a 
virtual or hardware-
hybrid hypervisor to the 
application layer. 

Virtualization of the 
underlying hardware and 
networking may be 
transparent to some 
applications, but in some 
cases, it may require 
significant customization 
to be compatible with the 
virtual environment's 
instantiation of server 
software, operating 
systems, and networking 
restrictions. 

The V1 Vulnerability puts at 
risk connected parts and 
systems and exposed data 
within accessible networks for 
which it can serve as an attack 
launch point.  
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Table A-2. Vulnerability Analysis: V2. Accessible Vulnerability That Enables Subsequent Insertion 
of Malicious Functions  

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T2a. The malicious 
insertion inherits the 
threats posed by T1a, 
T1b, and T1c, which are 
access-related. 
Additional threats may 
then arise from initial 
and follow-on malicious 
insertions or inclusion of 
vulnerabilities. These 
may be difficult to detect 
during inspection and 
enable the added variety 
of malicious insertions 
that may be even harder 
to diagnose and to 
mitigate. Risks may also 
arise elsewhere in the 
system from access by 
connection or proximity 
to compromised 
components. 
 
SP 800-30: 18; 19; 20; 
32; 77;78; 98 
 
SP 800-161: 16; 28  

M2a. Replacement of key 
vendor patches, updates, 
and OEM software with 
trusted revisions or 
counterparts. 
M1a, M1b, M1c, and M1d 
would also be used. 
 
SP 800-161 SI-2 (5) 

Malicious insertions at 
the hardware level 
typically operate below 
the root of trust and 
can be undetectable 
and unobservable in 
operation. Forensic 
analysis with electrical 
and physical 
microscopy tools are 
needed to identify 
malicious circuits or 
design elements in 
hardware 

Malicious insertions in 
hardware are difficult and 
expensive to identify and 
assess. Deliberate inclusion of 
vulnerabilities that can be used 
to access or taint a component 
in post-sales, post deployment 
operations is impossible to 
prevent. An implanted zero-day 
vulnerability, once publically 
discovered, can be assessed, 
but such a vulnerability in 
hardware may have very weak 
mitigations, such as a firmware 
patch from the vendor. 

T2b. The adversary can 
optimize the malicious 
insertion after studying 
system and network 
information, exfiltrating 
this information to abet 
compromise of 
privileged functions, thus 
increasing the lethality 
and scope of the cyber-
attack. 

M2b. Extending 
hardening along systems 
architectural lines, across 
systems sharing trust 
relationships, and across 
data flow and network 
accessible channels. The 
mitigation for potentially 
compromised information 
flows for a capability 
requires that the 
alternative information 
sources be 
heterogeneous to avoid 
the use of common 
tainted inputs. 
In addition M1a, M1b, 
M1c, and M1e can be 
extended further into the 

After M1a through M1e 
mitigations have been 
exhausted, and all 
malicious insertions 
and accessible 
vulnerabilities have 
been mitigated, the 
adversary’s window of 
opportunity to exploit 
trust relationships and 
prey upon weakly 
defended systems 
components or 
network accessible 
must be assessed. If 
the adversary has 
established a 
pernicious persistence 
on the system or 

When an adversary has been 
able to customize their attack, 
leverage access, and pre-plant 
vulnerabilities, the attack 
surface increases from just the 
component to all trust 
relationships for the system 
and all nearby and network 
accessible systems of systems. 
An adversary may value the 
extended access and 
information exfiltration so 
highly that they may obscure 
their presence for as long as 
possible, avoiding detection 
and staging their malicious 
activities from weaker, more 
vulnerable and exposed 
systems and components to 
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Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 
system, and even into 
other systems sharing a 
trust relationship to 
harden them against 
effects of the 
compromised 
component.  
 
SP 800-161 AC4 

network, extensive 
efforts will be needed 
to find and remove the 
adversary from the 
other systems and 
network components, 
which may be of even 
greater mission 
importance than the 
initial compromised 
system or component. 

protect their “access.” 
Sophisticated adversaries can 
expand their attack surface 
commensurate with the roles 
and responsibilities of the initial 
component and their position 
within an architecture. 
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Table A-3. Vulnerability Analysis: V3. Weaknesses Introduced During Integration and/or System 
Production 

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T3a. The inclusion of weak 
or vulnerable parts, through 
witting or unwitting market 
forces with benign or 
malicious intent, leads to the 
creation of a vulnerable 
system. Components are 
generally assembled from 
multiple subcomponents to 
create end functionality, 
which may be further 
consumed in the creation of 
whole systems. The 
subcomponent suppliers and 
their supply chain risks 
accumulate to the completed 
component. The integration 
of these subcomponents 
may also inadvertently 
create vulnerabilities. A 
weaker, vulnerable, or 
tainted component used in 
the design and development 
of an end item may introduce 
its access vulnerabilities or 
malicious functions into the 
overall end item and the 
larger system.  
 
SP 800-30: 12;13;16; 17; 18; 
27; 42; 46; 55; 63; 82  
 
SP 800-161: 3; 4; 15; 16 

M3a. Mitigation may 
include adherence to 
either corporate or ISO 
type standards for 
SCRM in understanding, 
vetting, and controlling 
the make, model, and 
configuration of all 
internal subcomponents 
in both the initial build 
and subsequent lots. 
This would enable an 
independent and more 
in-depth risk 
assessment of those 
subcomponents, and 
their supply chains. 
 SP 800-161 SA-13 
 
M3b. Key ingredients 
used in the component 
can be specifically 
assessed and 
monitored. They may 
also be removed and 
replaced with more 
assured and trustworthy 
ingredients. 
 
SP 800-161 SA 12 (5), 
SA-12 (13), PL-8 (2). 
SA-14 

Many OEMs may 
source 
subcomponents 
from multiple 
parallel sources to 
reduce supply 
dependency. 
Variations in 
components by 
assembly points, 
build revisions, and 
software/firmware 
creep over the 
span of the 
products lifecycle 
may preclude 
efforts to baseline 
and assure a 
particular 
component. 
 
The removal and 
replacement of key 
ingredients may 
incur both a high 
material cost and a 
continuing 
engineering cost 
for integration, 
testing, and 
compatibility and 
interoperability with 
other OEM features 
and components. 

Lack of visibility into the OEM’s 
supply chain, integration 
practices, and product build 
cycles may result in a 
component being a “black box.” 
 
Customization to meet the 
DoD’s cybersecurity 
requirements may require OEM 
information not generally 
available to the public. 
Customized, assured, products 
may incur unacceptable 
functionality, performance, and 
cost penalties. 
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Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T3b. The integration, 
packaging, storage, and 
transportation processes of 
OEM or integration vendors 
may be at risk to adversary 
attack. Increasingly, direct 
shipment of finished 
components from foreign-
based facilities by both U.S. 
and global technology 
suppliers increase the supply 
chain attack surface. 
Compromises of the design, 
integration, and logistical 
processes—witting and 
unwitting—pose malicious 
insertion risks for both US 
and global suppliers. A 
subcomponent supplier with 
weak cybersecurity 
maturity80 may provide an 
adversary with needed 
opportunity to taint a product 
and insert access 
weaknesses.  
 
SP 800-30: 16; 17; 18; 19; 
24; 25; 26; 27 
 
SP 800-161: 7; 10; 12; 13; 
15; 18; 19; 28 

M3c. Mitigations may 
include M3a and, for 
commodity items, 
acquisition from 
authorized distributors 
only.  
M3d. For OEM-level 
SCRM risks, the 
mitigations may also 
include DoD-specific, 
customized integration 
services with pre-
approved 
subcomponents and use 
of more trusted facilities 
and logistical processes. 
SP 800-161 SA-20, SA-
21 

Customized 
integration and 
logistical services, 
when justified by 
both volume and 
mission 
survivability, must 
include 
consideration of 
overall lifecycle 
costs, as those 
products may have 
limited downstream 
OEM support and 
sustainment. 

Customized COTS may still 
inherit significant 
subcomponent SCRM and 
cybersecurity risks. 

 
  

                                                      
80  https://csrc.nist.gov/Projects/Program-Review-for-Information-Security-Assistance/Security-Maturity-Levels 
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Table A-4. Vulnerability Analysis: V4. Software Weaknesses  

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T4a. The application 
includes malicious 
functionality or 
deliberately included 
vulnerabilities that expose 
the underlying device’s 
operating system, user 
data, and 
interconnections to 
compromise. 
 
SP 800-30: 8; 13; 16; 17; 
19; 20; 31; 33; 39; 40; 
4255; 58; 59; 63;  
 
SP 800-161: 1; 3; 4; 8; 9; 
10; 12; 13; 14; 15; 16; 28. 

M4a. Within enterprise 
networks, use of 
controlled endpoint and 
other systems images, 
processes for 
cybersecurity 
compliance to connect, 
or virtualization of the 
endpoint or client 
software. 
 
SP 800-53: CA-3, CA-9, 
SC-2, SC-29(1) 
 
SP800-161 SC-7 
 
M4b. Applications are 
scanned, source code is 
configuration controlled, 
and installation, 
patching, and in-transit 
protections (e.g., signed 
with hashes) 
implemented. 
 
SP 800-53: RA-5, CM-
2, CM-3, CM-5(3), SI-
7(6) 
 
SP 800-161 SI-7 

Enterprise-level 
protections such as 
virtualization and 
comply-to-connect 
regimes, including 
machine-to-machine 
connections, are 
increasingly available 
but may not be 
available in smaller 
enclaves. Network-
based protections, 
such as network 
isolation, whitelisting, 
and added 
monitoring will be 
needed to ensure 
that a rogue endpoint 
does not transit to 
higher value systems 
and networks. Loss 
of functionality, 
confidentiality 
compromises, and 
availability 
weaknesses may not 
be mitigatable. 

Use of suspect software for MT 
2–4, and IL 2–4 systems 
requires that configuration 
control, monitoring, and 
containment capabilities are 
highly effective. This may not 
be available in platform and 
small enclave environments. 
Loss of confidentiality, 
integrity, or availability 
resulting from malicious 
functionality remains high. 

T4b. The software has 
been sabotaged. It 
functions as intended but 
includes malicious 
functions such as 
deliberate blind spots, 
holes, or kill switches, 
operable under adversary 
control. 
 
SP 800-30: 8; 14; 17; 18; 
19; 41; 42; 46; 48; 59; 66; 
67; 68; 69; 70; 79; 80; 
82;83; 84  

M4c. Alternative 
systems, data sources, 
and processes can be 
instituted once 
indicators of 
compromise are 
detected.  
 

Recovery from the 
effects of use of 
sabotaged software 
may require 
extensive 
reconstruction of 
data and use of 
alternate systems 
and processes. 
Recovery of 
information 
confidentiality may 
be impossible. 

Monitoring for indicators of 
compromise incurs significant 
expense and may lag the 
adversaries attack, resulting in 
an extended window of attack. 
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Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 
 
SP 800-161: .8; 9; 10; 12; 
13; 21; 25; 28; 34. 

SP 800-53: SC-29, SI-
13(5).81 
SP 800-161 SC 36 

 
  

                                                      
81  SC-29 HETEROGENEITY: Supplemental ICT SCRM Guidance: Heterogeneity techniques include use of 

different operating systems and virtualization techniques, and multiple sources of supply. Multiple sources of 
supply can improve component availability and reduce the impact of an ICT supply chain compromise. In case of 
an ICT supply chain compromise, an alternative source of supply will allow the organizations to quickly switch to 
an alternative system/component, which may not be affected by the compromise. Also, heterogeneous 
components decrease the attack surface by limiting the impact to the subset of the infrastructure that is using 
vulnerable components. 
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Table A-5. Vulnerability Analysis: V5. Protocol Weaknesses  

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T5a. An adversary 
introduces unexpected 
message content that 
causes system or application 
software to malfunction. 
Software expecting a 
particular type of input, such 
as user identification and 
authentication data, 
responds to an unexpected 
mix of special control 
characters by accepting the 
input as a valid request for 
access or service. An input 
that is much longer than 
expected overruns buffer 
space and corrupts 
execution. 
 
SP 800-30: 46 
 
SP 800-161: 39  

M5a. Protocol handling 
software must check 
and screen all possible 
inputs, accept only 
well-formed messages, 
and fail secure if 
message content does 
not conform to 
expected protocol 
standards. 
 
SP 800-53: .SC-7(17), 
SC-7(18), SI-10, SI-
10(3), SI-10(5) 

Communications are 
typically built on several 
layers of protocols, such 
as physical, network, 
transport, and 
application layers. Each 
layer needs its own 
validation and recovery 
processes. 

There is no in-operation 
mitigation for malicious 
insertions nested at the 
firmware or 
microelectronics level that 
manifest under adversary 
control or preset 
conditions. Monitoring 
processes may not 
successfully identify 
abnormalities. 

T5b. An adversary creates a 
“lock-out” situation where 
two sides of a 
communication are waiting 
for input from each other at 
the same time, creating a 
starvation denial of service. 
 
SP 800-30: 44, 45,  
 
SP 800-161: 

M5b. Protocol handling 
software must have 
time-out capabilities for 
all expected inputs and 
must follow protocol 
rules for recovering 
from message dropout 
or starvation. 
 
SP 800-53: CP-10, SI-
7(16), SI-10(4), SI-13 

Additional forms of 
denial of service buried 
in software, firmware, 
and hardware may be 
exceptionally difficult to 
diagnose without 
extensive reverse 
engineering. This may 
require the source code 
or relevant design files 
should the vendor opt to 
cooperate. 

There is no in-operation 
mitigation for malicious 
insertions nested at the 
firmware or 
microelectronics level that 
manifest under adversary 
control or preset 
conditions. Monitoring 
processes may not 
successfully identify 
abnormalities. 
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Table A-6. Vulnerability Analysis: V6. Design Limitations and Obsolescence Weaknesses 

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T6a. An adversary uses a 
new technical capability or 
knowledge of unpatched 
vulnerabilities to subvert a 
legacy system. 
 
SP 800-30: 16,30 
 
SP 800-161: 8  

M6a. Maintain current 
updates and patches for 
system software and all 
applications. Upgrade to 
newer products if legacy 
versions are no longer 
actively maintained. 
 
SP 800-53: CM-2, CM-
2(2), CM-11, RA-5, SA-
22, SI-2 

The rapid pace of 
technology innovation 
continues to make 
technical obsolescence 
an operational hazard. 
Systems that are not 
actively maintained are 
highly susceptible to 
attack. 

There is no in-operation 
mitigation for malicious 
insertions nested at the 
firmware or microelectronics 
level in a legacy system that 
manifest under adversary 
control or preset conditions. 
Monitoring processes may 
not successfully identify 
abnormalities. 

T6b. An adversary exploits 
a security or design 
limitation to compromise a 
system. 
 
SP 800-30:30, 31 
 
SP 800-161:39 

M6b. Avoid products 
with known security 
design limitations. 
 
SP 800-53: PL-2, RA-3, 
RA-5, SA-5, SA-11, SA-
11(1), SA-11(5), SA-12, 
SA-12(7), SA-15 

Malicious omission of 
features, inclusion of 
added functions, and 
obfuscation of activities 
and indicators may not 
be observable without 
required structured 
testing and review. 

Limitations, errors, and 
omissions baked into the 
design of the product or 
firmware may not be 
remediable. 
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Table A-7. Vulnerability Analysis: V7. Cryptographic/Key Management Weaknesses 

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T7a. An adversary exploits 
a weak cryptographic 
system or algorithm to 
gain access to information 
that needs to be protected. 
 
SP 800-30: 10 
 
SP 800-161: 6, 27, 31, 32 

M7a. Upgrade to an 
approved cryptographic 
system and algorithm 
for the required 
strength of protection. 
 
SP 800-53: SA-4(6), 
SC-13 

Private proprietary 
encryption schemes 
have proven to be 
much weaker than the 
public algorithms 
approved by NIST and 
NSA. 

Cryptographic functions, often 
integral to cybersecurity, should 
be evaluated by the DoD NIAP 
effort to ensure sufficient 
understanding of the system’s 
cybersecurity. 

T7b. An adversary exploits 
a weakness in a key 
management process to 
gain access to 
cryptographic keys. Keys 
may be compromised in 
generation, in distribution, 
in storage, and in use. 
 
SP 800-30: 10 
 
SP 800-161: 6 

M7b. Generate keys 
only in a highly secure 
environment. Exchange 
keys using secure 
encryption. Store keys 
securely in encrypted 
form. Software that 
handles keys should 
overwrite key storage 
locations after use. 
 
SP 800-53: (CM-3(6), 
CP-9, IA-5, PE-3, SA-
4(6), SC-12, SC-17, SI-
7(6) 

Adversary infiltration 
of the key 
management system 
or processes must be 
counter-measured 
through use of a 
trusted party (often a 
third party) or through 
a NIAP-evaluated 
capability. 

Cryptographic functions, often 
integral to cybersecurity, should 
be evaluated by the DoD NIAP 
effort to ensure sufficient 
understanding of the system’s 
cybersecurity. 
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Table A-8. Vulnerability Analysis: V8. Weaknesses Inserted by Near-sider and Insider Attack 

Threat Events Mitigations 
Mitigations 

Considerations 

Residual 
Risks/Mitigation 

Limitations 

T8a. A privileged system user or 
administrator exfiltrates sensitive 
information for financial gain or as 
a malicious act. 
 
SP 800-30: 52, 53 
 
SP 800-161: 19, 29 

M8a. Carefully screen 
users granted 
privileged access. 
Review privileges 
granted to users to 
ensure a practice of 
least privilege for 
assigned tasks. 
Isolate the most 
sensitive data. Monitor 
privileged operations 
for unusual activity. 
 
SP 800-53: AC-2, AC-
2(6), AC-2(7), AC-3, 
AC-5, AC-6, AU-6, 
SC-3, SI-4(20)  

A privileged insider 
is one of the most 
difficult threats to 
counter. 

Use of services, including 
cloud-based operations, in 
which the supplier is 
managing privileged 
functions must allow for 
DoD external insight into 
their activities. Logging 
and other mechanisms 
subject to alteration may 
be misleading indicators of 
correct operation. 

T8b. An adversary, as an 
authorized regular user without 
special access privileges, 
exfiltrates sensitive information for 
financial gain or as a malicious 
act. 
 
SP 800-30: 59, 54, 57, 61, 62, 72, 
76 
 
SP 800-161: 27, 29 

M8b. Review 
privileges granted to 
users to ensure a 
practice of least 
privilege for assigned 
tasks. Isolate the most 
sensitive data and 
impose more stringent 
access controls. 
Monitor privileged 
operations for 
escalation of 
privileges or other 
unusual activity. 
 
SP 800-53: AC-2, AC-
2(6), AC-2(7), AC-3, 
AC-5, AC-6, AU-6, 
SC-3, SI-4(20) 

Added data-loss 
prevention 
capabilities and 
enhanced data 
separation and 
protections may be 
needed. 

Use of services, including 
cloud-based operations, in 
which the supplier is also 
a user must allow for DoD 
external insight into their 
activities. Logging and 
other mechanisms subject 
to alteration may be 
misleading indicators of 
correct operation. 
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Table A-9. Vulnerability Analysis: V9. Operational Weaknesses 

Threat Events Mitigations 
Mitigations 

Considerations 
Residual Risks/Mitigation 

Limitations 

T9a. An adversary exploits 
a system configuration 
weakness to gain initial 
access, expand privileges, 
explore accessible data, 
locate system resources, 
install malicious software, 
or create other malicious 
effects. 
 
SP 800-30:12, 13, 14 
 
SP 800-161: 12, 13, 25, 
28 

M9a. Review system 
technical 
implementation guides 
(STIGs) and verify 
appropriate 
configuration settings. 
Restrict access for 
changing critical 
configuration settings 
to authorized system 
administrators. Monitor 
systems and networks 
for unauthorized or 
suspicious activity. 
 
SP 800-53: 
 
SP 800-161 CA-7, CM-
2, CM-5, CM-6 
  

Suppliers of Concern, 
capable of maliciously 
embedding 
weaknesses in 
firmware or hardware 
will be able to obviate 
STIG type 
countermeasures. 

 Suppliers of concern, with 
control of firmware and 
hardware design, 
implementation, patching, and 
upgrades will have 
unrestricted access to abet the 
insertion of undetectable 
configuration weaknesses. 
This may be within the origin 
code of the firmware, or 
through added logic, i.e. a 
malicious bootloader file. 

T9b. An adversary exploits 
a recently discovered 
system vulnerability that 
the vendor has not yet 
corrected with a patch or 
system update. 
 
SP 800-30: 55  
 
SP 800-161: 21  

M9b. Monitor systems 
and networks for 
indications of attempts 
to exploit the new 
vulnerability. Restrict 
use of the vulnerable 
system if possible until 
a corrective update is 
made available and 
installed. 

Many newly discovered 
vulnerabilities have 
remained undetected 
for months and even 
years. Discovery by 
third-parties can 
increase pressure on 
vendors to address 
these flaws. 

Flaws not publically disclosed 
may not be addressed for 
many months or even years, 
as they are often low priority to 
the vendor due to lack of 
public pressure. In some 
cases, a defense through 
obscurity is a rationale. For a 
vendor of concern, this may 
simply extend their window for 
exploitation. 
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Table A-10. Vulnerability Analysis: V10. Sophisticated Sabotage 

Threat Events Mitigations Mitigations 
Considerations 

Residual Risks/Mitigation 
Limitations 

T10a. An adversary designs a 
system configuration 
weakness to gain initial 
access, expand privileges, 
explore accessible data, locate 
system resources, install 
malicious software, or create 
other malicious effects. 

SP 800-30: 63 
 
SP 800-161: 25 

M10a. Restrict 
access for 
changing critical 
configuration 
settings to 
authorized system 
administrators. 
Monitor systems 
and networks for 
unauthorized or 
suspicious activity.  

SP 800-53:CM-6, 
CM-7, SI-4 

 SP 800-161 CA-7, 
CM-6, CA-2, AU-13 

Display of settings 
and activity indicators 
may be misleading, 
incomplete, or erratic 
if maliciously altered. 

Configuration settings may not 
be correctable, or they may 
display erroneous status. Root 
kit-level attacks through 
malicious updates may be used 
to avoid initial technical reviews. 

T10b. An adversary exploits a 
recently discovered system 
vulnerability that the vendor 
has deliberately not corrected 
with a patch or system update. 

 

SP 800-30: 24, 31, 77, 78 
 
 

M10b. Monitor 
systems and 
networks for 
indications of 
attempts to exploit 
the new 
vulnerability. 
Restrict use of the 
vulnerable system 
if possible until a 
corrective update is 
made available and 
installed. 

SP 800-53: 

SP 800-161 IR-4 

Adversaries may 
partially or falsely 
correct discovered 
systems 
vulnerabilities or 
obfuscate their 
activities in the patch 
to preserve their 
presence. 

Eliminating dependence on 
patches and updates from a 
vendor of concern may not be 
feasible. Functional performance 
elements of the patches and 
updates may be essential to the 
utility of the component. Product 
avoidance, or retirement may be 
required. 

 

Assessment of Mitigations Effectiveness and Residual Risk 
For mitigations to be considered, they must be effective, realistic and affordable. The available 
mitigations against malicious activity from an identified threat (supplier of concern) do not 
sufficiently mitigate risk for NSS identified as mission type 2-4 warfighting systems and networks 
or as Mission Critical or Mission Essential. They have limited effectiveness in mitigating risk from 
potential malicious insertions in components from suppliers of concern. 
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 Technology Types, Categories, and Product Analysis 

This Appendix describes the types of components within each illustrative technology type, their 
potential vulnerabilities, national security risk exposure, available mitigations and effectiveness, 
and their remaining residual risk after the available mitigations have been applied. 

For this analysis, components are logically grouped by the four technology types, with a more 
detailed discussion for each type of component, shown earlier in Table 7. Policy and guidance 
from CNSSP #11 is included to better discuss the evaluation requirements for cybersecurity 
components used in NSS. 

The various components, which frequently share a common purpose and functionality, often use 
common core technology and thus have component-specific as well as shared common 
vulnerabilities and residual risks after available mitigations have been applied. 

This is a starting point and does not represent any specific company or original equipment 
manufacturer. As additional analysis are completed, additional technology types may be identified, 
and additional components within each technology type may be added. For some analysis, a 
granularity may be required, and a component type (e.g., laptops, tablets) may be additionally 
subdivided for a more meaningful description of vulnerabilities, mitigations, and residual risk. 

Technology Type – Endpoint Devices 

Workstations, Desktop Computers, Laptops, Tablets, Smartphones, Monitors, Printers, and 
Other Peripherals 
General Discussion. Endpoint devices include user workstations, desktop computers, laptops, thin 
clients, tablets, printers and peripherals, and smartphones. Any user-level input equipment such as 
keyboard, scanner, sensor, RF sensors, or touch-screen input equipment and any type of output 
equipment such as display, data collection, transmitter, or printer should be considered as an 
endpoint device for this analysis. IoT considerations, in which there is a quest for ubiquitous 
networked collaboration, may include opportunistic participants with loosely affiliated 
relationships, lower security and management. Use of potentially malicious components with 
advanced capabilities in a loosely secured IoT environment likely will endanger the weaker, less-
secure IoT participating components. Endpoint devices typically connect to local networked 
resources such as servers, shared storage, scanners, and printers and to wider-scale networking for 
email and web access. 

Potential Vulnerabilities: Endpoint devices are often targeted as initial foothold access points for 
larger-scale attacks on the local computing infrastructure. An attacker with wide-area network 
access would be able to trace observed user network transactions to the user’s endpoint equipment 
and attempt to gain access by exploiting an endpoint vulnerability. For phishing attacks, the 
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attacker hopes the user will provide the vulnerability by executing enclosed malicious software or 
by clicking on a malicious web link. Unknown zero-day vulnerabilities and unpatched known 
vulnerabilities are other avenues for exploitation and access. The supply chain for software and 
firmware updates provides a path for attackers to introduce new vulnerabilities that are easy to 
exploit but very difficult to detect and defend. 

NSS Risk Exposure: Classified NSS are protected by strong encryption, which largely limits threat 
actors to insiders82,83,84 who have been granted some level of access to sensitive information and 
systems. Participants in the supply chains for vendor and COTS software products, however, rarely 
have clearances and often reside on foreign soil. 

Available Mitigations and Effectiveness: Maintaining patch currency is the first line of defense for 
all systems. Strong encryption on classified networks is an effective mitigation for confidentiality 
and integrity protection for network activity outside the protection boundary. Insider threat 
monitoring, which attempts to identify anomalous or unusual system or network activity that might 
indicate someone trying to tamper with or misuse the system, is at least partially effective. 
Tracking the provenance of proprietary vendor and other COTS software and firmware is most 
difficult. Extensive testing of new versions of software products is unlikely to uncover a planted, 
artfully engineered, zero-day vulnerability. 85,86 

Residual Risk: The principal residual risk after mitigation for endpoint devices is vendor software 
and firmware updates that can easily introduce new and largely undetectable vulnerabilities. 

Specific Components and Product Lines: Workstations and Desktop Computers 
Workstations and desktop computers are common office equipment. Workstations are typically 
the higher-power products with higher processing performance, more memory, and more disk 
storage needed for software development and analytical number crunching. The somewhat less-
powerful desktops are perfectly suitable for word processing, email, and web browsing.  

Potential Vulnerabilities: Workstations and desktops are typically connected to local area networks 
via wired Ethernet or fiber optic cable. In addition to malicious vendor software and firmware 
updates, they are susceptible to phishing attacks, unpatched known vulnerabilities, zero-day 
network attacks, and insider misuse. 

                                                      
82 https://www.whs.mil/News/News-Display/Article/1963998/understanding-the-insider-threat-programs-mission/  
83 https://www.defense.gov/Explore/News/Article/Article/1950331/dod-educates-employees-about-insider-threats/  
84 https://www.dcma.mil/Portals/31/Documents/Policy/DCMA-MAN-3301-05.pdf?ver=2018-12-14-100501-933  
85 The Malware Detection Challenge of Accuracy 

https://www.researchgate.net/publication/314106550_The_malware_detection_challenge_of_accuracy 
86 The struggle between security analysts and malware developers is a never-ending battle with the complexity of 

malware changing as quickly as innovation grows. 
https://www.sciencedirect.com/science/article/pii/S1084804519303868 

https://www.whs.mil/News/News-Display/Article/1963998/understanding-the-insider-threat-programs-mission/
https://www.defense.gov/Explore/News/Article/Article/1950331/dod-educates-employees-about-insider-threats/
https://www.dcma.mil/Portals/31/Documents/Policy/DCMA-MAN-3301-05.pdf?ver=2018-12-14-100501-933
https://www.researchgate.net/publication/314106550_The_malware_detection_challenge_of_accuracy
https://www.sciencedirect.com/science/article/pii/S1084804519303868
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NSS Risk Exposure: A compromised workstation that provides a foothold for an adversary would 
enable them to monitor all the network traffic on the local network. Such a foothold would give 
them access to all unencrypted email (incoming and outgoing) on the local network, a record of 
all web sites visited by all local users, copies of all files transferred, and copies of material printed 
locally. All of this information traverses the local network and is visible to the intruder, and the 
surveillance activity is difficult to detect. Analysis of local network traffic easily reveals key 
servers, shared information storage, and other systems that may be of consequence. 

Available Mitigations and Effectiveness: Monitoring system activity for unusual processing 
workloads and network traffic may indicate an adversary attempting to transfer information from 
the infected system back to their accomplices outside the local network. Modern processing 
performance and network bandwidths, however, allow considerable volumes of network traffic to 
be hidden in the flow of “normal” traffic. 

Residual Risk: In addition to the residual risks identified above for endpoints, workstations and 
desktops operate inside the network boundary protections, and exploitation of vulnerabilities may 
be less detectable. 

Specific Components and Product Lines: Laptops and Tablets  
Potential Vulnerabilities: In addition to the generic endpoint vulnerabilities, the portability of 
laptop computers and tablets typically relies on wireless (Wi-Fi) network access and possibly on 
Bluetooth for local peripheral connections. None of the commercial wireless technology is suitable 
for transferring classified data, unless specifically structured, configured, and operated as 
prescribed by NSA’s Commercial Solutions for Classified (CSfC) Handbook and the applicable 
Capability Package for Mobility Access or Campus WLAN.87 Laptops and tablets often include 
cameras and microphones, which are also unsuitable in a classified environment. 

NSS Risk Exposure: Even if wireless services are turned off, an attacker may be able to use a wired 
network connection or time-sensitive software to turn the wireless circuitry back on without the 
user being aware of the activity. Cameras and microphones can also be turned on remotely without 
the user’s knowledge. Laptops, smart peripherals, and tablets are also susceptible to all of the 
generic endpoint vulnerabilities. 

Available Mitigations and Effectiveness: Monitoring emanations in the appropriate radio-
frequency bands may detect rogue wireless traffic, but it is difficult to continuously monitor and 
trace sources of emanations. The only sure way to protect NSS from wireless emanations is to 
physically disable the wireless equipment, which also defeats one of the principal reasons for 
buying a portable laptop, smart peripheral, or tablet in the first place. 

                                                      
87 CSfC Capability Packages will provide sufficient guidance for accreditors to make informed decisions on whether 

solutions meet their mission and security requirements. Each Capability Package has a classified Risk Assessment 
associated with it. https://www.nsa.gov/resources/everyone/csfc/capability-packages/#mobile-access  

https://www.nsa.gov/resources/everyone/csfc/capability-packages/#mobile-access
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Residual Risk: Wireless hardware components in NSS that are not physically disabled present a 
substantial residual risk in addition to the generic endpoint risks. 

Specific Components and Product Lines: Smartphones 
Potential Vulnerabilities: The principal vulnerability for smartphones are rogue cell towers that 
intercept the phone’s radio signals and set up man-in-the-middle attack possibilities. As an 
endpoint device, a smartphone has a limited keyboard input capacity and a small screen, which 
limits output capacity. The video camera, however, is a high bandwidth device that can be 
controlled remotely. The microphone, although lower bandwidth, can respond to inaudible high-
frequency audio signals and can easily support surreptitious eavesdropping. In addition to the cell 
phone radio capabilities, a smartphone may include Wi-Fi and Bluetooth wireless channels—all 
of which can be intercepted by a determined attacker. Smartphone awareness of location (via GPS) 
and ubiquitous software applications are additional features of potential use to attackers. 

NSS Risk Exposure: Users generally understand that smartphones are not secure communications 
devices and should not be used to discuss or transfer sensitive information. Monitoring emanations 
in the appropriate radio-frequency bands may detect rogue cell phone activity, but it is difficult to 
continuously monitor and trace sources of emanations is difficult. 

Available Mitigations and Effectiveness: Special equipment is needed to detect and identify rogue 
cell phone towers. Little control can be exercised over users downloading and installing any of the 
thousands of unvetted software applications available for smartphones. The strongest protection is 
to disallow carrying smartphones within facilities that house NSS. 

Residual Risk: The risk of compromised smartphones is substantially reduced by awareness of and 
training in the discussion of sensitive information over insecure channels and by removing them 
from areas where NSS are in use. The mobility factor for smartphones is an advantage in that 
moving sufficiently far away from a rogue cell tower will switch connections to another tower and 
break an established man-in-the-middle attack. Because smartphones are more easily excluded 
from national security environments, they may be regarded as a somewhat lower endpoint risk 
than laptops, tablets, workstations, and desktop computers. 

Specific Components and Product Lines: Monitors 
Potential Vulnerabilities: Monitors and display projectors are common output devices with limited 
capacity for input into computer systems. They can be queried, however, for supported display 
protocols, image resolution, color calibration, and other special functions. Computers typically 
have video graphics cards or memory and other circuitry set aside for transferring output data to 
monitors. Monitors may also have vendor-provided driver software that interfaces with the 
operating system. That software, with possible updates, may harbor malicious functionality that 
can be triggered by commands that have no effect on displayed images. 

NSS Risk Exposure: Virtually every endpoint system has at least one monitor, whether built-in or 
separately wired, along with supporting video graphics hardware and driver software. To invoke 
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malicious functionality embedded in monitor driver software, a user would have to display an 
image that contains the triggering code. Any website and many email messages include numerous 
opportunities to download such images. 

Available Mitigations and Effectiveness: Tracing the source of malicious activity to monitor driver 
software and a triggering image would be quite difficult. Once the triggering code is recognized, 
it can likely be caught be virus-detection software. Offending driver software would have to be 
updated by the vendor. 

Residual Risk: Monitors themselves present relatively little risk. The principal risk is in the driver 
software and in the vendor’s ability to introduce malicious code through a software update. 

Technology Type: IT Infrastructure (Example) 

Servers, Enterprise Storage, Networking, Software Defined Infrastructure, Hard Drive 
Storage 
General Discussion. For this analysis, IT infrastructure includes servers, enterprise storage, 
networking, software-defined infrastructure, and hard-drive storage. These components are 
typically employed in an architecture to meet specific purposes. The IT infrastructure is intended 
to support end-users and their devices, host applications, provide common services, enable 
network connectivity and access, and support cybersecurity objectives. The IT infrastructure may 
include support for operational functions, development environments, test and evaluation 
functions, and archiving and recordation. In addition to the user-facing capabilities within the IT 
infrastructure, there are a number of technology management, work center support, and systems-
of-systems or interconnection responsibilities. There are a number of perspectives on what 
comprises an IT infrastructure. For large data center-type operations supporting thousands to 
hundreds of thousands of users, the implementation of IT infrastructure is designed to isolate users 
and applications from the physical devices and to focus on service delivery. This level of 
abstraction often includes the implementation of complex middleware to map, assign, and 
associate users, data, applications, services, and performance to the IT infrastructure at the data-
center level. 

Alternatively, at a small custom-dedicated scale, an IT infrastructure may include a minimal 
architecture, packaged in transit cases, for operational deployment. The limitations on scalability, 
functionality, and interconnection are typically managed in the trade space for space, weight, 
power, and cooling. 

Potential Vulnerabilities: The very complexity of IT infrastructure provides a vast attack surface 
for suppliers of concern. Once access has been gained within the IT infrastructure and boundary 
protections have been avoided or defeated, the large number of trust relationships inherent in data-
center operations enables the adversary to surveil, move laterally, and attack. Exploitation of 
access, escalation of privileges, and preemption of control of privileged functions simplifies 
attacks on C, I, & A of data-center-wide services, enterprise-level functions, and warfighting-
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specific capabilities either hosted within the infrastructure or supported by the networks. 
Monitoring and detection of anomalous behavior by systems, devices, and users is an evolving 
science and typically includes a lag between the event, detection, and resolution. During this 
window of anomalous behavior, the enterprise remains at risk. 

The supply chain for software and firmware updates provides a path for attackers to exploit 
prepositioned supply chain malicious inserts and vulnerabilities and to introduce new 
vulnerabilities that are easy to exploit but very difficult to detect and defend as they live below the 
view and reach of normal cybersecurity defenses. 

NSS Risk Exposure: Classified networks and NSS have strong defenses, such as encryption, that 
largely limit threat actors to outsiders who must gain access or insiders who have been granted 
some level of access to sensitive information and systems; supply chain malicious insertions 
become “digital insiders.”88  

Available Mitigations and Effectiveness: SCRM is a key defense for avoiding digital insiders. 
Insider threat monitoring, which attempts to identify anomalous or unusual system or network 
activity that might indicate someone or something is trying to tamper with or misuse the system, 
is at least partially effective. Generally, however, operators and maintainers are not tasked or 
equipped to track the provenance of proprietary vendor and other COTS software and firmware 
after acquisition, so post-purchase activities for updates, support, and upgrades may not get the 
needed scrutiny due to lack of resources or of risk understanding. 

High-level mitigations such as architectural and network isolation, use of architectural redundancy 
with heterogeneous components to avoid common failures, and use of fail-over architectures can 
provide protections from individual component failures and rogue behavior. Additionally, 
enhanced monitoring regimes may be needed to safeguard against potentially stealthy digital 
insiders and possible “breakout attacks” from a maliciously tainted component against other parts 
locally or parts of the larger system. These attacks may stem from malicious insertions into 
components acquired from suppliers of concern. 

Mitigations for availability—typically based on parallel, fallback, or fail-over concepts normally 
implemented for data-center resiliency, recovery, or reconstitution—may lack performance 
capability because they are intended for limited use and duration. Mitigations for confidentiality 
require focused implementation of data-in-transit, data-in-use, and data-at-rest protections, 
including encryption, key management, and access control and data loss prevention regimes. In 
the case of confidentiality breaches, no good recovery options exist for recovering information 
exfiltrated by adversaries. Mitigations include recoverable transaction and event-level records for 

                                                      
88  The term “digital insider” builds on the DoD definition of an “insider” by adding the perspective that the insider 

through a supply chain exploit is, by extension of the malicious insertion, a thing instead of a person. See DoD 
Directive 5205.16, September 30, 2014, Incorporating Change 2, August 28, 2017, Insider Threat Program, 
Definitions, page 16, for the formal description of an “insider” and “insider threat,” which refers to a person. 
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data sources and data uses—sufficient to maintain needed comparison and information audit 
capabilities—and recovery mechanisms when data divergence is discovered. 

These mitigations for C, I, & A may be partially implemented as a routine operational risk 
management practice for routine component failures or catastrophic event recovery. Mitigations 
for supply-chain-induced threats add significant complexity due to the need to ensure that 
component and supplier diversity is included in the IT infrastructure to ensure that the recovery is 
trusted. 

Residual Risk: When IT infrastructure components are acquired from suppliers of concern and the 
components are employed in large, tightly integrated data-center architectures, the principal 
residual risk is from sleeper functions, which may not manifest or provide any warnings or 
indicators until activated by the adversary. In addition to constant updates and patches across a 
broad inventory of components in a data center, there are a stream of vendor software and firmware 
updates that can easily activate or introduce new and largely undetectable vulnerabilities. 

Specific Components and Product Lines: Servers 
Potential Vulnerabilities: As the core component and host for applications and data, services, and 
support utilities, the server is both the strength and vulnerability of the IT infrastructure. The use 
of redundancy and distribution concepts has increased the resiliency of the IT infrastructure in the 
event of normal server failures. Additionally, current advances in virtualization, cloud 
technologies, hypervisors, and specialized middleware for high availability, recovery, and 
management have substantially decoupled the specific hardware from each logical assignment. 
This includes assignment of logical unit numbers (LUNs), LUN zoning, and processes that 
establish logical-to-physical relationships within a mesh within the data center. This has reduced 
the availability risks to servers operated in an integrated architecture with virtualization 
technologies and sophisticated data-center management tools for detection, response, and fail-
over. In a standalone mode, such as in platform systems, the server remains highly vulnerable.  

National Security Risk Exposure: Vulnerabilities in the integrity of mission-critical data or 
sensitive information that cannot be reconstructed and validated in a timely manner in the event of 
an attack (e.g., targeting, friendly force tracking, fires, etc.) represent significant safety and 
security risks. Loss of confidentiality for operational data, sensitive information, and classified 
information from a server-based malicious insertion may have both immediate operational impact 
and longer-term consequences for national security. Use of servers in a data-center environment 
may expose the entire IT infrastructure to a malicious insertion; however, some mitigations include 
redundancy, distribution, and interchangeability of the server within the overall computing fabric 
of the data center. 

Available Mitigations and Effectiveness: Compromises in a specific server may be localized 
initially but be dependent upon the ongoing reassignment of the physical assets in a data center 
(accelerated in virtualized environments). The exposure of multiple applications, users, and data 
sets to the malicious insertion will continue to increase over time. 
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Within the industry, the trend is toward convergence and hyperconvergence in data centers, as 
virtualization blends servers, storage, services, and management functions into a seamless 
resource. This is generally associated with both public and private cloud computing. Malicious 
insertion in the hardware may operate below the control level of the convergence software layer. 
Thus, the security processes within a virtualized environment may not be able to detect malicious 
activity originating from the server hardware or firmware. Vulnerabilities in the virtualization 
hardware and software, as well as escapes from the virtualization control, further increase the risks 
from malicious insertions at the server level (hardware, firmware, and software). 

Discernable malicious activities and anomalies can be mitigated in the hypervisors and other 
management and control mechanisms, which can be viewed as the overarching operating system 
for the enclave or possibly even the data center.  

Residual Risk: Exfiltrated sensitive information is not generally recoverable from a loss-of-
confidentiality perspective. Additionally, the time between detection/awareness and resolution of 
an integrity breach for data and server operations may have an impact on operations and mission 
significance. Standalone servers, especially in platforms with operational constraints for 
communications, and space/weight/power/cooling that inhibit inclusion of redundancy and fail-
over resources remain vulnerable to attacks affecting availability. 

Specific Components and Product Lines: Enterprise Storage 
Potential Vulnerabilities: Enterprise storage systems may range from smaller, modest storage 
arrays, contained within a server system to a multi-rack architecture spanning multiple physical 
nodes and locations supporting a cloud. Enterprise storage is a fast-growing market for both server-
based storage and hyperscale datacenters (e.g., clouds).89 The greater the scope of the enterprise 
storage, the larger its attack surface, the more trust relationships it depends upon and participates 
in, and the harder it is to monitor and detect anomalies. For enterprise storage, the actual storage 
capacity of the hard drives, and/or solid state drives (SSD) requires commensurate support in 
access, management, retrieval, and recovery.90 The enterprise storage systems require their own 
proprietary operating system, custom firmware, and custom internal supporting sub-components. 
The insertion of components from a supplier of concern adds risk to the entire interconnected 

                                                      
89  https://www.businesswire.com/news/home/20180301006599/en/Worldwide-Enterprise-Storage-Market-Grew-

13.7-Fourth “Total capacity shipments were up 39.3% year over year to 89.2 exabytes during the quarter. 
Revenue growth increased within the group of original design manufacturers (ODMs) that sell directly to 
hyperscale datacenters. This portion of the market increased 34.3% year over year to just under $2.8 billion. Sales 
of server-based storage increased 23.8% during the quarter and accounted for $4.2 billion in revenue. External 
storage systems remained the largest market segment, with the $6.6 billion in sales representing an increase of 
1.8% year over year.” 

90  https://www.zdnet.com/article/ces-2018-seagate-announces-1pb-high-density-enclosure/ “Seagate has announced 
a new high-density enclosure that it said will be powered by its latest data protection-focused operating system to 
improve performance, reliability, and security. The 5U84, announced at CES 2018, provides 1PB of storage 
capacity per unit and occupies just five datacentre rack units. It can stack up to between 8PB and 10PB per rack, 
with up to 84 3.5-inch SAS hard disk drives or solid state drives per enclosure.” 

https://www.businesswire.com/news/home/20180301006599/en/Worldwide-Enterprise-Storage-Market-Grew-13.7-Fourth
https://www.businesswire.com/news/home/20180301006599/en/Worldwide-Enterprise-Storage-Market-Grew-13.7-Fourth
https://www.zdnet.com/article/ces-2018-seagate-announces-1pb-high-density-enclosure/
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enterprise storage capability, all of the applications hosted within them, all of the network 
connections included in their operations, and all of the data stored on their disks 

National Security Risk Exposure: Once compromised, enterprise storage systems, operating at the 
center of enterprise services and capabilities, incur extraordinary risks to the supported warfighting 
capacities. Threat events against vulnerabilities and exploitation of malicious insertions in 
components from suppliers of concern are not likely to be easily detected and resolved. The time 
interval from detection to resolution may be extended. For MT 2–4 systems, extraordinary 
measures will be needed to manage ongoing risk, detect and resolve threats, and reduce risk going 
forward. 

Available Mitigations and Effectiveness: Avoiding components from suppliers of concern is the 
first line of defense. Any use of suspect components needs to be implemented through effective 
systems defense-in-depth engineering with a presumption of breach. The architecture of the system 
should include needed parallel operations, recovery, and data protections, including data-in-transit 
and data-at-rest encryption. 

Residual Risk: Although availability and integrity protections may be available if sufficient 
monitoring and response mechanisms can be designed and implemented, confidentiality remains 
at risk. Data exfiltrated is not recoverable. Mission consequences and operational security may be 
impacted if activity information is exfiltrated from applications hosted by the enterprise storage.  

Specific Components and Product Lines: Networking 
Potential Vulnerabilities: Networking components control access and connectivity between the 
users and all layers of the enterprise architecture. As the middle ware, they connect and control 
access, routing, and data. Below the cognizance of the user, clients, and applications, they route, 
direct, connect, and authorize network traffic. Compromises in networking components severely 
affect almost all aspects of C, I, & A. In addition to IP activities, networking components support 
non-IP routing and connection protocols, wireless activities, tactical networking and 
interconnection, and network-supported services such as telephony, voice over IP, 
teleconferencing, video streaming, and client accesses and routing for satellite communications. 
Malicious insertions, compromises, and exploitation of vulnerabilities through threat events enable 
an adversary to disrupt communications and connectivity at the user, application, and enterprise 
levels. 

National Security Risk Exposure: While the Department has implemented separate networking 
environments for Unclassified, Secret, and Top Secret/SCI access and connections, within each 
security domain, loss of connectivity would present significant operational risk. For networking 
components embedded in platforms or those used by platform-based systems for systems of 
systems operations or other life-cycle support functions, use of components from suppliers of 
concern, especially for MT 2–4 or IL 2–4 systems would be a high risk to mission completion and 
confidentiality of classified and/or sensitive information. 



FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

B-10 
FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

Available Mitigations and Effectiveness: Avoiding components from suppliers of concern for MT 
2–4 and IL 2–4 systems is the most effective mitigation. Any use of networking components from 
a supplier of concern would require isolation, parallel operations, enhanced monitoring and 
response capabilities, and operation restrictions to avoid risk to classified or sensitive data in those 
networks and risk of disclosure or compromise. 

Residual Risk: Use of networking components from suppliers of concern in MT 1 and IL 1 systems 
and their networks include significant residual risk to C, I, & A. Applications and capabilities will 
require network isolation to protect other networks, redundancy and recovery for availability, and 
operational restrictions to avoid loss of sensitive or classified information.  

Specific Components and Product Lines: Software-Defined Infrastructure 
Potential Vulnerabilities: Software-defined infrastructure includes “software-defined storage,” 
“software-defined networking,” and other abstractions of hardware to a logical layer. This is often 
accomplished through the use of hypervisor technology used for internal data-center architectures 
and for cloud and other service-oriented systems. Vendors market software-defined infrastructure 
as solutions that add flexibility and resiliency, speed deployment, and enable scalability and 
growth. The benefits of using technologies such as virtualized block storage91 rather than 
traditional physically dedicated or assigned computing resources have been established, for 
scalability, cost-effectiveness, and agility.92 The security requirements for a software-defined 
storage infrastructure include the need to safeguard the data-center connection fabric. This includes 
effective security in the virtualization software itself and protection from external attacks on 
administrator level privileges. 93,94 For software-defined networking, failures in the software-
defined network should be considered as a complete failure of C, I, & A based on other experiences 
with physical networking components, such as Ethernet switches, routers, and firewalls. The 
software-defined nature of the networking components generally only adds to the impact of their 
compromise.95 When using software-defined infrastructure based on components from suppliers 
of concern, the ability to assess the software is a critical cybersecurity requirement. 

National Security Risk Exposure: Use of potentially malicious software to define, organize, 
manage, and operate the hardware, software, and networking in a data center requires substantial 
countermeasures for C, I, & A. The loss of confidentiality or integrity may have operational and 
mission consequences. The loss of availability may require a duplicate investment in alternative 

                                                      
91 https://searchstorage.techtarget.com/definition/block-storage 
92  https://www.techrepublic.com/blog/the-enterprise-cloud/block-level-storage-vs-file-level-storage-a-comparison/ 
93  https://www.emc.com/collateral/hardware/technical-documentation/h8082-building-secure-sans-tb.pdf  
94  https://www.sciencedirect.com/science/article/pii/S1877050916315812 
95  “High-Level Vulnerabilities of Software-Defined Networking in the Context of Telecommunication Network 

Evolution.” https://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=7899013. The authors identified 18 
threats (T1 through T18, see page 185). 

https://www.emc.com/collateral/hardware/technical-documentation/h8082-building-secure-sans-tb.pdf
https://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=7899013
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data-center capabilities, as well as the added burden of detection and response mechanisms needed 
to alert and trigger bot-automated and operator interventions. 

Available Mitigations and Effectiveness: Available mitigations are not feasible for use in mission 
critical functions or platform-based systems. Use of a software-defined infrastructure for less-
critical systems requires added resources to detect and act if malicious behavior is observed and 
fallback infrastructure to maintain capabilities until (and if) the malicious insertion is neutralized. 

Residual Risk: Detection of sleeper malicious functions is an ongoing challenge. The complexity 
of the software and the scope of control that the software exerts over the network, servers, and 
storage devices, intensively studied in 2012, continues to be a topic in today’s technical fora.96,97 

Specific Components and Product Lines: Hard Drive Devices (HDD) Storage 
Potential Vulnerabilities: Hard drive devices (HDD) are key subcomponents in endpoint, IT 
infrastructure, and many specialized/purpose-built IT components. The current trend is to 
supplement or even replace the HDD with solid state devices (SDD). Within IT infrastructure, 
HDD and/or SDD subcomponents include significant microelectronics and firmware, greatly 
increasing the attack surface of the component. 

National Security Risk Exposure: Use of potentially malicious firmware and software to define, 
organize, manage, and operate the HDD and SDD hardware requires substantial countermeasures 
to safeguard C, I, & A. The loss of confidentiality or integrity may have operational and mission 
consequences. The loss of availability may require a duplicate investment in alternative data-center 
equipment that includes heterogeneous suppliers, so that an attack through the component from a 
supplier of concern is less likely to impact other redundant, parallel, or recovery systems. 

Residual Risk: The ability to detect malicious or sleeper hardware and firmware, as well as 
software-borne malicious functions in HDD/SDD is an ongoing challenge.98 HDD/SDD 
microelectronics, firmware, and software become more complex and sophisticated with each 
succeeding generation as the storage density increases. 

Technology Type: Applications (Example) 
General Discussion. For this analysis, the term applications includes 1) computer programs that 
operate primarily on endpoint devices, 2) software operating on a host/server, supporting one or 
more users; and 3) enterprise-level products providing a capability to a broad audience. Some 
applications include a client portion operating on an endpoint device as a counterpart to a server-

                                                      
96 “Security Risks and their Management in Cloud Computing,” 

 2012 IEEE 4th International Conference on Cloud Computing Technology and Science. 
97  “Poacher turned gamekeeper: Lessons learned from eight years of breaking hypervisors,” Rafal Wojtczuk 

rafal@bromium.com  
98  https://arstechnica.com/information-technology/2015/02/how-hackers-could-attack-hard-drives-to-create-a-

pervasive-backdoor/ 

mailto:rafal@bromium.com
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based application. Some server-based applications may use an Internet browser as the client 
interface. Applications on an endpoint may have various levels of interaction with a server, 
including storage, services, security, and other sharing or collaboration functions, both in a 
structured architecture and in an opportunistic or IoT type collaboration.99 

The applications are generally packaged by the developer or vendor with user, systems, and 
network interfaces, as well as management and support functions, some of which may operate in 
the background or under the system’s administrator control outside of the cognizance of the end 
user. The configurability and opaqueness of some applications increase the attack surface of some 
applications. 

Within an application, embedded functionality, undisclosed, or unmanaged functionality, and 
unsecured functionality present additional cybersecurity challenges. For applications from 
suppliers of concern, deliberately inserted malware or malicious functionality may be undetectable 
without expert software assurance analysis and may require access to source code. 

Patches and product upgrades are a potential opportunity for post-implementation malicious 
insertion. Software analysis of each patch and upgrade, dependent upon the frequency and scope 
of the changes, may not be feasible within the patch and update cycle. 

Software assurance through static and dynamic analysis (depending upon the application) may 
require the implementation of a test or systems integration laboratory system to enable analysis 
under needed closed-environment, simulated-operation conditions. The development of test plans, 
test data sets, and user simulations to exercise interactions may require significant test range 
investment for complex applications. Additional investments will be needed for applications that 
operate in a systems-of-systems environment. 

The scope of the application, the run-time environment in which it is intended to be deployed, and 
the interaction and trust relationships needed within the operational setting all affect the exposure 
that DoD must secure when using applications from a supplier of concern. 

Applications that can be highly contained, such as an endpoint-only application may be securable 
but may nonetheless introduce vulnerabilities to the endpoint and its other applications. 

Applications that operate on a dedicated or isolated server (physically or through virtualization) 
may nonetheless increase risks to the network and to other IT infrastructure components that 
service and support it. 

Applications that support enterprise-wide functions, users, or services present the highest 
cybersecurity risk. Applications from suppliers of concern used to manage, control, or support IT 
infrastructure functions—and thus operate with high privilege to assign and manage user accounts, 

                                                      
99This draft white paper identifies 17 technical trust-related issues that may negatively impact the adoption of IoT 

products and services. The paper offers recommendations for mitigating or reducing the effects of these concerns. 
https://csrc.nist.gov/publications/detail/white-paper/2018/10/17/iot-trust-concerns/draft  

https://csrc.nist.gov/publications/detail/white-paper/2018/10/17/iot-trust-concerns/draft
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roles, and responsibilities, and interface functions—are a high risk. Applications that operate 
within an IoT construct generally will have unknown or unlimited risk, unless the design, 
architecture, and networking are bounded to participation and exposure to threshold cybersecurity 
requirements. 

Potential Vulnerabilities: Applications that cannot be isolated (physically or virtually) to endpoints 
provide an attack path to the network and the IT infrastructure and through that to other DoD 
networks, systems, and capabilities. Realistically, software assurance analysis of commercial 
products requires vendor support and access to source code. For applications from suppliers of 
concern, maintaining assurance requires that patches and updates similarly undergo this deep 
analysis, which, depending on the scope and frequency of the patch cycle, may not be sustainable. 
Highly complex applications may require the implementation of a test environment, at significant 
added cost. Malicious insertions in applications pose risks to C, I, & A of the systems and 
capabilities that the applications support. They also pose an interconnected risk within the IT 
infrastructure that hosts and supports the applications. Malicious software insertions may include 
illicit functionality, security bypasses, inserted zero day vulnerabilities, kill switches, and staging 
functions for broader attacks on the network and interconnected systems. 

National Security Risk: Applications from suppliers of concern put the intended functions at risk 
from a C, I, & A perspective as well as those parts of the network and IT infrastructure that the 
applications interconnect with. Detection of and response to anomalous behavior deep within an 
application may be very difficult, and the behavior may not manifest to ongoing cybersecurity 
defense systems until their detection threshold is breached. 

Available Mitigations and Effectiveness: Managing endpoint applications through isolation on the 
network or server through partitioning or virtualization is an added but generally manageable cost. 
As the applications become more tightly coupled to servers or IT infrastructure resources, the task 
of isolation becomes progressively more difficult and expensive. Dedicated enclaves may be 
necessary to isolate the application from other networks and systems. When the application is 
intended to support enterprise functions, isolation is counter to the purpose of the application. 
Malicious insertions in enterprise applications are difficult and expensive to screen for, assess, test, 
and counter once operational. Mitigations are not realistic for server and enterprise applications 
without advanced detection and response regimes. Lost classified and sensitive information is not 
recoverable. 

Residual Risk: Applications that can be effectively isolated on endpoints present only moderate 
risk to the network and IT infrastructure because their isolation on the endpoint can be managed. 
The underlying risk to the endpoint device and the user’s other data on the endpoint remains. As 
the application becomes more interconnected, the threat events from man-in-the-middle attacks 
become more severe and the mitigations less effective. Threats from malicious insertions by 
suppliers of concern in applications that provide enterprise-level services and functions cannot be 
realistically mitigated. 
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Technology Type: Cybersecurity Components (Example) 
The use of cybersecurity components is specially governed by the CNSS, as described in this 
section. Cybersecurity components must be evaluated before their use in protecting NSS. It is 
highly unlikely that cybersecurity components from a supplier of concern would be suitable for 
protecting NSS. 

CNSSP #11 
The CNSS sets national-level information assurance policies and issues directives, instructions, 
operational procedures, guidance, and advisories to U.S. Government departments and agencies 
on the security of NSS. 

CNSSP #11 is a critical policy component of the U.S. Government's overall Cyber Security 
strategy. This binding national policy clarifies the required evaluation processes applicable to 
COTS and GOTS IA and IA-enabled IT products used on U.S. Government NSS to protect the 
information therein. Acquirers, users, and vendors of IA and IA-enabled IT products are 
encouraged to familiarize themselves with the policy and its associated processes to ensure full 
compliance with its documented requirements 

CNSSP #11 applies to products being acquired for NSS that are used to enter, process, store, 
display, or transmit national security information. This policy applies to all IA and IA-enabled IT 
products acquired for use by, or on behalf of, U.S. Government departments and agencies to protect 
NSS and the information that resides therein. 

NIAP and NIAP-Certified Products 
To help ensure that commercial component vendors meet CNSSP #11 requirements, the following 
contractual language is recommended for procurements involving commercial technologies: 
“Technologies for [Program X] shall be procured in accordance with CNSSP No. 11, ‘National 
Policy Governing the Acquisition of Information Assurance and IA-Enabled Information 
Technology Products.’ In addition, technologies shall be procured which have been validated by 
Common Criteria Testing Labs, in accordance with the National Information Assurance 
Partnership (NIAP) Protection Profiles (PPs). Where a PP exists but the desired product has not 
been validated against it, [Program X] shall direct the desired vendor to have their product 
validated against the appropriate, corresponding PP. For NSS where classified data is being 
protected at rest or in transit by commercial products, technologies from the Commercial Solutions 
for Classified (CSfC) Components List shall be used, in accordance with NSA’s published CSfC 
Capability Packages.” Capability Packages and CSfC Components can be found on the CSfC 
Components List. NIAP-validated products can be found on the NIAP Product Compliant List. 

NIAP lists tested and validated products by technology type as follows: 

https://www.cnss.gov/CNSS/index.cfm
https://www.cnss.gov/CNSS/issuances/Policies.cfm
https://www.nsa.gov/resources/everyone/csfc/components-list/
https://www.nsa.gov/resources/everyone/csfc/components-list/
https://www.niap-ccevs.org/Product/
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Table B-1. NIAP Technology Types100  

Application Software Encrypted Storage Enterprise Security Management 

Firewall VoIP Mobility 

Multi-Function Device Network Encryption  Peripheral Switch 

Remote Access SIP Server Virtual Private Network 

Wireless Monitoring Certificate Authority Wireless LAN 

Email Client Network Device Operating System 

Virtualization Web Browser  

Additional Policy and Guidance for Cryptologic, Key, and Certificate Support 
NIAP oversees evaluations of COTS products for use in NSS. The Cryptographic Module 
Validation Program (CMVP)101 is designed to evaluate cryptographic modules within products. 
For a U.S.-evaluated product to be posted on the NIAP Product Compliant List, the product’s 
cryptography must, at minimum, have a Cryptographic Algorithm Validation Program (CAVP) 
certificate and optimally, a Cryptographic Module Validation Program (CMVP) certificate. NIAP 
accepts CAVP and CMVP certificates to demonstrate compliance with certain protection-profile 
requirements, thereby eliminating duplicate test activities. 

The NIST CMVP validates cryptographic modules to FIPS 140-2, Security Requirements for 
Cryptographic Modules and other FIPS cryptography-based standards. Vendors of cryptographic 
modules use independent, accredited Cryptographic and Security Testing (CST) laboratories to 
test their cryptographic modules against all applicable requirements as specified in FIPS 140-2 and 
in the cryptographic algorithm standards. A cryptographic module successfully tested by a lab and 
validated by NIST is added to the module validation list, which identifies the vendor, module type, 
and validation date and gives a description of the associated algorithms and the operational 
environment. 

Potential Vulnerabilities: Cybersecurity products, while more robust due to rigorous testing and 
inspection, have zero day vulnerability experiences, require patches, and experience design and 
inherent protocol/standards limitations like all commercial products. The NIAP evaluation process 
reduces the risk but does not eliminate it. 

National Security Risk Exposure: Even with rigorous evaluation, cybersecurity components 
include residual risks and are typically implemented in a defense-in-depth architecture, layered to 
contain escapes and failures, and monitored to ensure integrity during operation. Cross-checking 
processes and architectures include modularity, separation, and independent operation of selected 

                                                      
100 https://www.niap-ccevs.org/Product/index.cfm 
101 https://csrc.nist.gov/projects/cryptographic-module-validation-program 

http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
https://www.niap-ccevs.org/Product/index.cfm
https://csrc.nist.gov/projects/cryptographic-module-validation-program
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functions. The use of unevaluated, unauthorized cybersecurity components exposes other 
cybersecurity components to the components from a supplier of concern—both horizontally and 
vertically in trust relationships and management schemes—and likely increases the cost of 
cybersecurity significantly. The use of components from suppliers of concern also introduces an 
operational security risk, as details of the other cybersecurity components may be exfiltrated, 
allowing the adversary to study the system’s cybersecurity and develop custom exploitations. 

Available Mitigations and Effectiveness: Avoidance of components from suppliers of concern is 
the first line of defense for cybersecurity. For components developed by other suppliers not 
identified as a concern, the use of NIAP-evaluated products increases confidence that the products 
perform as expected. The implementation of those products in a defense-in-depth, resilient 
architecture further increases the resiliency of the system and network against cyber-attacks. 

Residual Risk: All products need to be patched and maintained, and retired at end of life. 
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 Key Terms 

Cybersecurity [OMB Circular No. 130, Managing Information as a Strategic Resource, page 28] 
‘Cybersecurity’ means prevention of damage to, protection of, and restoration of computers, 
electronic communications systems, electronic communications services, wire communication, 
and electronic communication, including information contained therein, to ensure its availability, 
integrity, authentication, confidentiality, and nonrepudiation. 

Threat [CNSSI No. 4009] Any circumstance or event with the potential to adversely impact 
organizational operations (including mission, functions, image, or reputation), organizational 
assets, individuals, other organizations, or the Nation through an information system via 
unauthorized access, destruction, disclosure, or modification of information, and/or denial of 
service. 

A threat [SP 800-161, page 8] is any circumstance or event with the potential to adversely impact 
organizational operations and assets, individuals, other organizations, or the Nation through an 
information system via unauthorized access, destruction, disclosure, or modification of 
information, and/or denial of service. 

Threat events [SP 800-161, page E-1] are caused by threat sources. Threat events for cyber or 
physical attacks are characterized by the tactics, techniques, and procedures (TTPs) employed by 
adversaries. Threat events are also extensively identified in SP 800-30 Appendix E. 

Threat source [CNSSI No. 4009] the intent and method targeted at the intentional exploitation of 
a vulnerability or a situation and method that may accidentally exploit a vulnerability. 

A threat source [SP 800-30] is characterized as: (i) the intent and method targeted at the 
exploitation of a vulnerability; or (ii) a situation and method that may accidentally exploit a 
vulnerability. In general, types of threat sources include: (i) hostile cyber or physical attacks; (ii) 
human errors of omission or commission; (iii) structural failures of organization-controlled 
resources (e.g., hardware, software, environmental controls); and (iv) natural and man-made 
disasters, accidents, and failures beyond the control of the organization. Various taxonomies of 
threat sources have been developed.23 

Some taxonomies of threat sources use the type of adverse impacts as an organizing principle. 
Multiple threat sources can initiate or cause the same threat event—for example, a provisioning 
server can be taken off-line by a denial-of-service attack, a deliberate act by a malicious system 
administrator, an administrative error, a hardware fault, or a power failure. 

A vulnerability [SP800-30, page 9] is a weakness in an information system, system security 
procedures, internal controls, or implementation that could be exploited by a threat source. The 
severity of a vulnerability is an assessment of the relative importance of mitigating/remediating 
the vulnerability. The severity can be determined by the extent of the potential adverse impact if 
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such a vulnerability is exploited by a threat source. Thus, the severity of vulnerabilities, in general, 
is context-dependent. Note that for this analysis, the context is based upon the mission type, and 
impact level if compromised, per the SS KPP Cyber Survivability Endorsement Implementation 
Guide. 

Defense-in-depth [CNSSI No. 4009] Information security strategy integrating people, technology, 
and operations capabilities to establish variable barriers cross multiple layers and missions of the 
organization. 

Criticality [NIST SP 800-60] A measure of the degree to which an organization depends on the 
information or information system for the success of a mission or of a business function. 

Impact Level [CNSSI No. 4009] The magnitude of harm that can be expected to result from the 
consequences of unauthorized disclosure of information, unauthorized modification of 
information, unauthorized destruction of information, or loss of information or information system 
availability. 

Information and Communications Technology (ICT) [DoDI 5200.44] Includes all categories 
of ubiquitous technology used for gathering, storing, transmitting, retrieving, or processing 
information (e.g., microelectronics, printed circuit boards, computing systems, software, signal 
processors, mobile telephony, satellite communications, and networks). ICT is not limited to 
information technology (IT), as defined in section 11101 of title 40, U.S.C. 

Information Technology (IT) [40 U.S.C., Sec. 1401] Any equipment or interconnected system 
or subsystem of equipment that is used in the automatic acquisition, storage, manipulation, 
management, movement, control, display, switching, interchange, transmission, or reception of 
data or information by the executive agency. For purposes of the preceding sentence, equipment 
is used by an executive agency if the equipment is used by the executive agency directly or is used 
by a contractor under a contract with the executive agency which: (i) requires the use of such 
equipment; or (ii) requires the use, to a significant extent, of such equipment in the performance 
of a service or the furnishing of a product. The term information technology includes computers, 
ancillary equipment, software, firmware, and similar procedures, services (including support 
services), and related resources. 

National Security Systems (NSS) [44 U.S.C., Sec. 3542] Any information system (including any 
telecommunications system) used or operated by an agency or by a contractor of an agency, or 
other organization on behalf of an agency (i) the function, operation, or use of which involves 
intelligence activities; involves cryptologic activities related to national security; involves 
command and control of military forces; involves equipment that is an integral part of a weapon 
or weapons system; or is critical to the direct fulfillment of military or intelligence missions 
(excluding a system that is to be used for routine administrative and business applications, for 
example, payroll, finance, logistics, and personnel management applications); or (ii) is protected 
at all times by procedures established for information that have been specifically authorized under 
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criteria established by an Executive Order or an Act of Congress to be kept classified in the interest 
of national defense or foreign policy. 

NSS are categorized as Mission Critical, Mission Essential, or Mission Support systems: 

• Mission Critical System [DITPR-DON Process Guidance] A system that meets the 
definitions of “information system” and “national security system” in the CCA , the loss 
of which would cause the stoppage of warfighter operations or direct mission support of 
warfighter operations. (The designation of mission critical shall be made by a Component 
Head, a Combatant Commander, or their designee. A financial management IT system 
shall be considered a mission‐critical IT system as defined by the Under Secretary of 
Defense (Comptroller) (USD(C)).) A “Mission‐Critical Information Technology System” 
has the same meaning as a “Mission‐Critical Information System.” (DoDI 5000.2, 
December 8, 2008) 

• Mission Essential System [DITPR-DON Process Guidance] A system that meets the 
definition of “information system” in [the CCA], that the acquiring Component Head or 
designee determines is basic and necessary for the accomplishment of the organizational 
mission. (The designation of mission‐essential shall be made by a Component Head, a 
Combatant Commander, or their designee. A financial management IT system shall be 
considered a mission‐essential IT system as defined by the USD(C).) A “Mission‐
Essential Information Technology System” has the same meaning as a 
“Mission‐ Essential Information System.” (DoDI 5000.2, December 8, 2008 

• Mission Support System [DITPR-DON Process Guidance] A system (as defined in this 
appendix) that is neither Mission Critical nor Mission Essential.  

Predisposing Condition: [SP 800-30] A condition that exists within an organization, a 
mission/business process, enterprise architecture, or information system including its environment 
of operation, which contributes to (i.e., increases or decreases) the likelihood that one or more 
threat events, once initiated, will result in undesirable consequences or adverse impact to 
organizational operations and assets, individuals, other organizations, or the Nation. 

Risk [CNSSI No. 4009] A measure of the extent to which an entity is threatened by a potential 
circumstance or event, and typically a function of: (i) the adverse impacts that would arise if the 
circumstance or event occurs; and (ii) the likelihood of occurrence. See Information System-
Related Security Risk. 

Security Controls [FIPS 199, CNSSI No. 4009] The management, operational, and technical 
controls (i.e., safeguards or countermeasures) prescribed for an information system to protect the 
confidentiality, integrity, and availability of the system and its information. 
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 Representative Threat Events 

NIST Special Publication 800-30 risk model decomposes threat into threat sources and threat 
events as follows:  

• A threat is any circumstance or event with the potential to adversely impact 
organizational operations and assets, individuals, other organizations, or the Nation 
through an information system via unauthorized access, destruction, disclosure, or 
modification of information, and/or denial of service. Threat events are caused by threat 
sources.  

• A threat source is characterized as: (i) the intent and method targeted at the exploitation 
of a vulnerability; or (ii) a situation and method that may accidentally exploit a 
vulnerability. In general, types of threat sources include: (i) hostile cyber or physical 
attacks; (ii) human errors of omission or commission; (iii) structural failures of 
organization-controlled resources (e.g., hardware, software, environmental controls); and 
(iv) natural and man-made disasters, accidents, and failures beyond the control of the 
organization. Various taxonomies of threat sources have been developed. Some 
taxonomies of threat sources use the type of adverse impacts as an organizing principle. 
Multiple threat sources can initiate or cause the same threat event—for example, a 
provisioning server can be taken off-line by a denial-of-service attack, a deliberate act by 
a malicious system administrator, an administrative error, a hardware fault, or a power 
failure.  

Risk models differ in the degree of detail and complexity with which threat events are 
identified. When threat events are identified with great specificity, threat scenarios can 
be modeled, developed, and analyzed.  

• Threat events for cyber or physical attacks are characterized by the TTPs employed by 
adversaries. Understanding adversary-based threat events gives organizations insights 
into the capabilities associated with certain threat sources. In addition, having greater 
knowledge about who is carrying out the attacks gives organizations a better 
understanding of what adversaries desire to gain by the attacks.102 

NIST SP 800-30 and SP 800-161 describe a number of threat events. The SP 800-161 threat events 
are derived from those in SP 800-30 with additional tailoring to focus on SCRM. This analysis 
draws on both sets of threat events (SP 800-30 and SP 800-161) to support the illustration of how 
adversaries could exploit various vulnerabilities.  

                                                      
102 NIST SP 800-30, p. 8. Bolding and spaces added for emphasis. 
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Table D-1. Representative Examples – Adversarial Threat Events103 

Derived from NIST SP 800-30 
Numbering Added for this Analysis 

 

 Threat Event 
(Characterized by TTPs) 

Description 

 Perform reconnaissance and gather information. 
1 Perform perimeter network 

reconnaissance/scanning. 
Adversary uses commercial or free software to scan organizational perimeters to obtain a better understanding of the 
information technology infrastructure and improve the ability to launch successful attacks. 

2 Perform network sniffing of exposed 
networks. 

Adversary with access to exposed wired or wireless data channels used to transmit information, uses network sniffing to 
identify components, resources, and protections. 

3 Gather information using open 
source discovery of 
organizational information. 

Adversary mines publically accessible information to gather information about organizational information systems, 
business processes, users or personnel, or external relationships that the adversary can subsequently employ in support 
of an attack. 

4 Perform reconnaissance and 
surveillance of targeted 
organi ations  

Adversary uses various means (e.g., scanning, physical observation) over time to examine and assess organizations 
and ascertain points of vulnerability. 

5 Perform malware-directed internal 
reconnaissance. 

Adversary uses malware installed inside the organizational perimeter to identify targets of opportunity. Because the 
scanning, probing, or observation does not cross the perimeter, it is not detected by externally placed intrusion detection 
systems. 
 Craft or create attack tools. 

6 Craft phishing attacks. Adversary counterfeits communications from a legitimate/trustworthy source to acquire sensitive information such as 
usernames, passwords, or SSNs. Typical attacks occur via email, instant messaging, or comparable means; commonly 
directing users to websites that appear to be legitimate sites, while actually stealing the entered information. 

7 Craft spear phishing attacks. Adversary employs phishing attacks targeted at high value targets (e.g., senior leaders/executives). 
8 Craft attacks specifically based on 

deployed information technology 
environment. 

Adversary develops attacks (e.g., crafts targeted malware) that take advantage of adversary knowledge of the 
organizational information technology environment. 

9 Create counterfeit/spoof website. Adversary creates duplicates of legitimate websites; when users visit a counterfeit site, the site can gather information or 
download malware. 

10 Craft counterfeit certificates. Adversary counterfeits or compromises a certificate authority, so that malware or connections will appear legitimate. 

11 Create and operate false front 
organizations to inject malicious 
components into the supply chain. 

Adversary creates false front organizations with the appearance of legitimate suppliers in the critical life-cycle path that 
then inject corrupted/malicious information system components into the organizational supply chain. 

Deliver/insert/install malicious capabilities. 
12 Deliver known malware to 

internal organizational 
information systems (e.g., 
virus via email). 

Adversary uses common delivery mechanisms (e.g., email) to install/insert known malware (e. g., malware whose 
existence is known) into organizational information systems. 

13 Deliver modified malware to 
internal organizational 
information systems. 

Adversary uses more sophisticated delivery mechanisms than email (e.g., web traffic, instant messaging, FTP) to 
deliver malware and possibly modifications of known malware to gain access to internal organizational information 
systems. 

                                                      
103 Extracted from NIST Special Publication 800-30, “Conducting Risk Assessments,” p. E-2 (numbering added for 

this analysis). While not restricted to the APT as a threat source, the threat events in this table generally follow 
the flow of an APT campaign. Within each stage in a campaign, similar events are listed in order of adversary 
capability. 
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14 Deliver targeted malware for control 
of internal systems and exfiltration of 
data. 

Adversary installs malware that is specifically designed to take control of internal organizational information systems, 
identify sensitive information, exfiltrate the information back to adversary, and conceal these actions. 

15 Deliver malware by providing 
removable media. 

Adversary places removable media (e.g., flash drives) containing malware in locations external to organizational physical 
perimeters but where employees are likely to find the media (e.g., facilities parking lots, exhibits at conferences attended 
by employees) and use it on organizational information systems. 

16 Insert untargeted malware into 
downloadable software and/or into 
commercial information technology 
products. 

Adversary corrupts or inserts malware into common freeware, shareware or commercial information technology products. 
Adversary is not targeting specific organizations, simply looking for entry points into internal organizational information 
systems. Note that this is particularly a concern for mobile applications. 

17 Insert targeted malware into 
organizational information systems and 
information system components. 

Adversary inserts malware into organizational information systems and information system components (e.g., commercial 
information technology products), specifically targeted to the hardware, software, and firmware used by organizations 
(based on knowledge gained via reconnaissance). 

18 Insert specialized malware into 
organizational information systems 
based on system configurations. 

Adversary inserts specialized, non-detectable, malware into organizational information systems based on system 
configurations, specifically targeting critical information system components based on reconnaissance and placement 
within organizational information systems. 

19 Insert counterfeit or tampered hardware 
into the supply chain. 

Adversary intercepts hardware from legitimate suppliers. Adversary modifies the hardware or replaces it with faulty or 
otherwise modified hardware. 

20 Insert tampered critical components 
into organizational systems. 

Adversary replaces, though supply chain, subverted insider, or some combination thereof, critical information system 
components with modified or corrupted components. 

21 Install general-purpose sniffers on 
organization- controlled information 
systems or networks. 

Adversary installs sniffing software onto internal organizational information systems or networks. 

22 Install persistent and targeted sniffers 
on organizational information systems 
and networks. 

Adversary places within internal organizational information systems or networks software designed to (over a continuous 
period of time) collect (sniff) network traffic. 

23 Insert malicious scanning devices (e.g., 
wireless sniffers) inside facilities. 

Adversary uses postal service or other commercial delivery services to deliver to organizational mailrooms a device that is 
able to scan wireless communications accessible from within the mailrooms and then wirelessly transmit information back 
to adversary. 

24 Insert subverted individuals into 
organizations. 

Adversary places individuals within organizations who are willing and able to carry out actions to cause harm to 
organizational missions/business functions. 

25 Insert subverted individuals into 
privileged positions in organizations. 

Adversary places individuals in privileged positions within organizations who are willing and able to carry out actions to 
cause harm to organizational missions/business functions. Adversary may target privileged functions to gain access to 
sensitive information (e.g., user accounts, system files, etc.) and may leverage access to one privileged capability to get 
to another capability. 

26 Exploit physical access of authorized 
staff to gain access to organizational 
facilities. 

Adversary follows (“tailgates”) authorized individuals into secure/controlled locations with the goal of gaining access to 
facilities, circumventing physical security checks. 

27 Exploit poorly configured or 
unauthorized information systems 
exposed to the Internet  

 

Adversary gains access through the Internet to information systems that are not authorized for Internet connectivity or that 
do not meet organizational configuration requirements.  

 

28  Exploit split tunneling. Adversary takes advantage of external organizational or personal information systems (e.g., laptop computers at remote 
locations) that are simultaneously connected securely to organizational information systems or networks and to nonsecure 
remote connections  

 29 Exploit multi-tenancy in a cloud 
environment.  

 

Adversary, with processes running in an organizationally-used cloud environment, takes advantage of multi-tenancy to 
observe behavior of organizational processes, acquire organizational information, or interfere with the timely or correct 
functioning of organizational processes. 

30 
Exploit known vulnerabilities in 
mobile systems (e.g., laptops, PDAs, 
smart phones).  

Adversary takes advantage of fact that transportable information systems are outside physical protection of organizations 
and logical protection of corporate firewalls, and compromises the systems based on known vulnerabilities to gather 
information from those systems.  

31 
Exploit recently discovered 
vulnerabilities.  

Adversary exploits recently discovered vulnerabilities in organizational information systems in an attempt to compromise the 
systems before mitigation measures are available or in place.  
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32 
Exploit vulnerabilities on internal 
organizational information systems. 

Adversary searches for known vulnerabilities in organizational internal information 
systems and exploits those vulnerabilities. 

33 Exploit vulnerabilities using 
zero-day attacks. 

Adversary employs attacks that exploit as yet unpublicized vulnerabilities. Zero-day attacks are based on adversary 
insight into the information systems and applications used by organizations as well as adversary reconnaissance of 
organizations. 

34 Exploit vulnerabilities in information 
systems timed with organizational 
mission/business operations tempo. 

Adversary launches attacks on organizations in a time and manner consistent with organizational needs to conduct 
mission/business operations. 

35 Exploit insecure or incomplete data 
deletion in multi- tenant 
environment. 

Adversary obtains unauthorized information due to insecure or incomplete data deletion in a multi-tenant environment 
(e.g., in a cloud computing environment). 

36 Violate isolation in multi-tenant 
environment. 

Adversary circumvents or defeats isolation mechanisms in a multi-tenant environment (e.g., in a cloud computing 
environment) to observe, corrupt, or deny service to hosted services and information/data. 

37 Compromise critical information 
systems via physical access. 

Adversary obtains physical access to organizational information systems and makes modifications. 

38 Compromise information systems 
or devices used externally and 
reintroduced into the enterprise. 

Adversary installs malware on information systems or devices while the systems/devices are external to organizations for 
purposes of subsequently infecting organizations when reconnected. 

39 Compromise software of 
organizational critical 
information systems. 

Adversary inserts malware or otherwise corrupts critical internal organizational information systems. 

40 

 

Compromise organizational 
information systems to 
facilitate exfiltration of 
data/information. 

Adversary implants malware into internal organizational information systems, where the malware over time can 
identify and then exfiltrate valuable information. 

41 Compromise mission critical 
information. 

Adversary compromises the integrity of mission critical information, thus preventing or impeding ability of organizations to 
which information is supplied, from carrying out operations. 

42 Compromise design, manufacture, 
and/or distribution of information 
system components (including 
hardware, software, and firmware). 

Adversary compromises the design, manufacture, and/or distribution of critical information system components at selected 
suppliers. 

Conduct an attack (i.e., direct/coordinate attack tools or activities). 
43 Conduct communications interception 

attacks.  
Adversary takes advantage of communications that are either unencrypted or use weak encryption (e.g., encryption 
containing publically known flaws), targets those communications, and gains access to transmitted information and channels.  

44 Conduct wireless jamming attacks. Adversary takes measures to interfere with wireless communications so as to impede or prevent communications from 
reaching intended recipients. 

45 Conduct attacks using unauthorized 
ports, protocols and services. 

Adversary conducts attacks using ports, protocols, and services for ingress and egress that are not authorized for 
use by organizations. 

46 Conduct attacks leveraging 
traffic/data movement allowed across 
perimeter  

Adversary makes use of permitted information flows (e.g., email communication, removable storage) to compromise 
internal information systems, which allows adversary to obtain and exfiltrate sensitive information through perimeters. 

47 Conduct simple Denial of 
Service (DoS) attack. 

Adversary attempts to make an Internet-accessible resource unavailable to intended users, or prevent the resource 
from functioning efficiently or at all, temporarily or indefinitely. 

48 Conduct Distributed Denial of Service 
(DDoS) attacks. 

Adversary uses multiple compromised information systems to attack a single target, thereby causing denial of service for 
users of the targeted information systems. 

49 Conduct targeted Denial of Service 
(DoS) attacks. 

Adversary targets DoS attacks to critical information systems, components, or supporting infrastructures, based on 
adversary knowledge of dependencies. 

50 Conduct physical attacks on 
organizational facilities. 

Adversary conducts a physical attack on organizational facilities (e.g., sets a fire). 

51 Conduct physical attacks on 
infrastructures supporting 
organizational facilities. 

Adversary conducts a physical attack on one or more infrastructures supporting organizational facilities (e.g., breaks a water 
main, cuts a power line). 

52 Conduct cyber-physical attacks on 
organizational facilities. 

Adversary conducts a cyber-physical attack on organizational facilities (e.g., remotely changes HVAC settings). 
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53 Conduct data 
scavenging attacks in a 
cloud environment. 

Adversary obtains data used and then deleted by organizational processes running in a cloud environment. 

54 Conduct brute force login 
attempts/password guessing 
attacks. 

Adversary attempts to gain access to organizational information systems by random or systematic guessing of passwords, 
possibly supported by password cracking utilities. 

55 Conduct nontargeted zero-day attacks. Adversary employs attacks that exploit as yet unpublicized vulnerabilities. Attacks are not based on any adversary insights 
into specific vulnerabilities of organizations. 

56 Conduct externally-based session 
hijacking. 

Adversary takes control of (hijacks) already established, legitimate information system sessions between organizations and 
external entities (e.g., users connecting from off-site locations). 

57 Conduct internally-based session 
hijacking. 

Adversary places an entity within organizations in order to gain access to organizational information systems or networks 
for the express purpose of taking control (hijacking) an already established, legitimate session either between 
organizations and external entities (e.g., users connecting from remote locations) or between two locations within internal 
networks. 

58 Conduct externally-based network 
traffic modification (man in the 
middle) attacks. 

Adversary, operating outside organizational systems, intercepts/eavesdrops on sessions between organizational and 
external systems. Adversary then relays messages between organizational and external systems, making them believe 
that they are talking directly to each other over a private connection, when in fact the entire communication is controlled 
by the adversary. Such attacks are of particular concern for organizational use of community, hybrid, and public clouds. 

59 Conduct internally-based network 
traffic modification (man in the 
middle) attacks. 

Adversary operating within the organizational infrastructure intercepts and corrupts data sessions. 

60 Conduct outsider-based social 
engineering to obtain information. 

Externally placed adversary takes actions (e.g., using email, phone) with the intent of persuading or otherwise tricking 
individuals within organizations into revealing critical/sensitive information (e.g., personally identifiable information). 

61 Conduct insider-based social 
engineering to obtain 
information. 

Internally placed adversary takes actions (e.g., using email, phone) so that individuals within organizations reveal 
critical/sensitive information (e.g., mission information). 

62 Conduct attacks targeting and 
compromising personal devices of 
critical employees. 

Adversary targets key organizational employees by placing malware on their personally owned information systems and 
devices (e.g., laptop/notebook computers, personal digital assistants, smart phones). The intent is to take advantage of 
any instances where employees use personal information systems or devices to handle critical/sensitive information. 

63 Conduct supply chain attacks 
targeting and exploiting critical 
hardware, software, or firmware. 

Adversary targets and compromises the operation of software (e.g., through malware injections), firmware, and 
hardware that performs critical functions for organizations. This is largely accomplished as supply chain attacks on 
both commercial off-the-shelf and custom information systems and components. 

Achieve results (i.e., cause adverse impacts, obtain information) 
64 Obtain sensitive information through 

network sniffing of external 
networks. 

Adversary with access to exposed wired or wireless data channels that organizations (or organizational personnel) use to 
transmit information (e.g., kiosks, public wireless networks) intercepts communications. 

65 Obtain sensitive information via 
exfiltration. 

Adversary directs malware on organizational systems to locate and surreptitiously transmit sensitive information. 

66 Cause degradation or denial 
of attacker-selected services 
or capabilities. 

Adversary directs malware on organizational systems to impair the correct and timely support of organizational 
mission/business functions. 

67 Cause deterioration/destruction of 
critical information system 
components and functions. 

Adversary destroys or causes deterioration of critical information system components to impede or eliminate 
organizational ability to carry out missions or business functions. Detection of this action is not a concern. 

68 Cause integrity loss by creating, 
deleting, and/or modifying data on 
publicly accessible information 
systems (e.g., web defacement). 

Adversary vandalizes, or otherwise makes unauthorized changes to, organizational websites or data on websites. 

69 Cause integrity loss by polluting 
or corrupting critical data. 

Adversary implants corrupted and incorrect data in critical data, resulting in suboptimal actions or loss of 
confidence in organizational data/services. 

70 Cause integrity loss by injecting false 
but believable data into organizational 
information systems. 

Adversary injects false but believable data into organizational information systems, resulting in suboptimal actions or loss 
of confidence in organizational data/services. 
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71 Cause disclosure of critical and/or 
sensitive information by authorized 
users  

Adversary induces (e.g., via social engineering) authorized users to inadvertently expose, disclose, or mishandle 
critical/sensitive information. 

72 Cause unauthorized disclosure 
and/or unavailability by spilling 
sensitive information. 

Adversary contaminates organizational information systems (including devices and networks) by causing them to handle 
information of a classification/sensitivity for which they have not been authorized. The information is exposed to individuals 
who are not authorized access to such information, and the information system, device, or network is unavailable while the 
spill is investigated and mitigated. 

73 Obtain information by externally 
located interception of wireless 
network traffic. 

Adversary intercepts organizational communications over wireless networks. Examples include targeting public wireless 
access or hotel networking connections, and drive-by subversion of home or organizational wireless routers. 

74 Obtain unauthorized access. Adversary with authorized access to organizational information systems, gains access to resources that exceeds 
authorization. 

75 Obtain sensitive 
data/information from 
publicly accessible 
information systems. 

Adversary scans or mines information on publically accessible servers and web pages of organizations with the intent 
of finding sensitive information. 

76 Obtain information by 
opportunistically stealing or 
scavenging information 
systems/components. 

Adversary steals information systems or components (e. g., laptop computers or data storage media) that are left 
unattended outside of the physical perimeters of organizations, or scavenges discarded components. 

Maintain a presence or set of capabilities. 
77 Obfuscate adversary actions. Adversary takes actions to inhibit the effectiveness of the intrusion detection systems or auditing capabilities within 

organizations. 
78 Adapt cyber-attacks based on detailed 

surveillance. 
Adversary adapts behavior in response to surveillance and organizational security measures. 

Coordinate a campaign. 
79 Coordinate a campaign of multi-

staged attacks (e.g., hopping). 
Adversary moves the source of malicious commands or actions from one compromised information system to 
another, making analysis difficult. 

80 Coordinate a campaign that combines 
internal and external attacks across 
multiple information systems and 
information technologies. 

Adversary combines attacks that require both physical presence within organizational facilities and cyber methods to 
achieve success. Physical attack steps may be as simple as convincing maintenance personnel to leave doors or 
cabinets open. 

81 Coordinate campaigns across 
multiple organizations to acquire 
specific information or achieve 
desired outcome. 

Adversary does not limit planning to the targeting of one organization. Adversary observes multiple organizations to 
acquire necessary information on targets of interest. 

82 Coordinate a campaign that 
spreads attacks across 
organizational systems from 
existing presence. 

Adversary uses existing presence within organizational systems to extend the adversary’s span of control to other 
organizational systems including organizational infrastructure. Adversary thus is in position to further undermine 
organizational ability to carry out missions/business functions. 

83 Coordinate a campaign of 
continuous, adaptive, and changing 
cyber-attacks based on detailed 
surveillance. 

Adversary attacks continually change in response to surveillance and organizational security measures. 

84 Coordinate cyber-attacks using 
external (outsider), internal 
(insider), and supply chain 

   

Adversary employs continuous, coordinated attacks, potentially using all three attack vectors for the purpose of impeding 
organizational operations. 

85 Spill sensitive information Authorized user erroneously contaminates a device, information system or network by placing on it or sending to it 
information of a classification/sensitivity which it has not been authorized to handle. The information is exposed to 
access by unauthorized individuals, and as a result, the device, system, or network is unavailable while the spill is 
investigated and mitigated. 

86 Mishandling of critical and/or 
sensitive information by authorized 
users 

Authorized privileged user inadvertently exposes critical/sensitive information. 

87 Incorrect privilege settings Authorized privileged user or administrator erroneously assigns a user exceptional privileges or sets privilege 
requirements on a resource too low. 

88 Communications contention Degraded communications performance due to contention. 
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89 Unreadable display Display unreadable due to aging equipment. 
90 Earthquake at primary facility Earthquake of organization-defined magnitude at primary facility makes facility inoperable. 
91 Fire at primary facility Fire (not due to adversarial activity) at primary facility makes facility inoperable. 
92 Fire at backup facility Fire (not due to adversarial activity) at backup facility makes facility inoperable or destroys backups of software, 

configurations, data, and/or logs. 
93 Flood at primary facility Flood (not due to adversarial activity) at primary facility makes facility inoperable. 
94 Flood at backup facility Flood (not due to adversarial activity) at backup facility makes facility inoperable or destroys backups of software, 

configurations, data, and/or logs. 
95 Hurricane at primary facility Hurricane of organization-defined strength at primary facility makes facility inoperable. 
96 Hurricane at backup facility Hurricane of organization-defined strength at backup facility makes facility inoperable or destroys backups of software, 

configurations, data, and/or logs. 
97 Resource depletion Degraded processing performance due to resource depletion. 
98 Introduction of vulnerabilities into 

software products 
Due to inherent weaknesses in programming languages and software development environments, errors and 
vulnerabilities are introduced into commonly used software products. 

99 Disk error Corrupted storage due to a disk error. 
100 Pervasive disk error Multiple disk errors due to aging of a set of devices all acquired at the same time, from the same supplier. 
101 Windstorm/tornado at primary facility Windstorm/tornado of organization-defined strength at primary facility makes facility inoperable. 
102 Windstorm/tornado at backup facility Windstorm/tornado of organization-defined strength at backup facility makes facility inoperable or destroys backups of 

software, configurations, data, and/or logs. 
 

 
 

  



FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

D-8 
FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

 

Table D-2 Adversarial ICT Supply Chain Threat Events104 

Derived from NIST SP 800-161 
Numbering Added for this Analysis 

 

 
 

Threat Events 
(Characterized by TTPs) 

Description 
 

 
Perform reconnaissance and gather information. 

1 Perform malware- directed 
internal reconnaissance. 

Adversary uses malware installed inside the organizational perimeter to identify 
targets of opportunity. Because the scanning, probing, or observation does not 
cross the perimeter, it is not detected by externally placed intrusion detection 
systems. 

 

Craft or create attack tools. 

2 Craft phishing attacks. 

Adversary counterfeits communications from a legitimate/trustworthy source to 
acquire sensitive information such as usernames, passwords, or SSNs. Typical 
attacks occur via email, instant messaging, or comparable means, commonly 
directing users to websites that appear to be legitimate sites, while actually 
t li  th  t d i f ti  

 

3 
Craft attacks specifically based 
on deployed information 
technology environment. 

Adversary develops attacks (e.g., crafts targeted malware) that take advantage of 
adversary knowledge of the organizational information technology environment.  

4 
Insert untargeted malware into 
downloadable software and/or 
into commercial information 
technology products. 

Adversary corrupts or inserts malware into common freeware, shareware, or 
commercial information technology products. Adversary is not targeting specific 
organizations, simply looking for entry points into internal organizational 
information systems. Note that this is particularly a concern for mobile applications. 

 

5 Create counterfeit/spoof website. 
Adversary creates duplicates of legitimate websites; when users visit a counterfeit 
site, the site can gather information or download malware. 

 

6 Craft counterfeit 
certificates. 

Adversary counterfeits or compromises a certificate authority, so that 
malware or connections will appear legitimate.  

7 
Create and operate false front 
organizations to inject malicious 
components into the supply chain. 

Adversary creates false front organizations with the appearance of legitimate 
suppliers in the critical life cycle path that then inject corrupted/malicious 
information system components into the organizational supply chain. 

 

Deliver/insert/install malicious capabilities. 

8 
Deliver known malware to internal 
organizational information 
systems (e.g., virus via email). 

Adversary uses common delivery mechanisms (e.g., email) to install/insert known 
malware (e.g., malware whose existence is known) into organizational information 
systems. 

 

9 
Deliver modified malware to 
internal organizational 
information systems. 

Adversary uses more sophisticated delivery mechanisms than email (e.g., web 
traffic, instant messaging, FTP) to deliver malware and possibly modifications of 
known malware to gain access to internal organizational information systems. 

 

10 
Deliver targeted malware for 
control of internal systems and 
exfiltration of data. 

Adversary installs malware that is specifically designed to take control of internal 
organizational information systems, identify sensitive information, exfiltrate the 
information back to adversary, and conceal these actions. 

 

                                                      
104Extracted from NIST Special Publication 800-161, “Supply Chain Risk Management Practices for Federal 

Information Systems and Organizations, p.C-1 .The comments column has not been included. 
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11 Deliver malware by providing 
removable media. 

Adversary places removable media (e.g., flash drives) containing malware in 
locations external to organizational physical perimeters but where employees are 
likely to find the media (e.g., facilities parking lots, exhibits at conferences attended 
by employees) and use it on organizational information systems. 

 

12 
Insert untargeted malware into 
downloadable software and/or 
into commercial information 
technology products. 

Adversary corrupts or inserts malware into common freeware, shareware, or 
commercial information technology products. Adversary is not targeting specific 
organizations, simply looking for entry points into internal organizational 
information systems. Note that this is particularly a concern for mobile applications. 

 

13 
Insert targeted malware into 
organizational information 
systems and information system 
components. 

Adversary inserts malware into organizational information systems and information 
system components (e.g., commercial information technology products), 
specifically targeted to the hardware, software, and firmware used by organizations 
(based on knowledge gained via reconnaissance). 

 

14 
Insert specialized malware 
into organizational 
information systems based on 
system configurations. 

Adversary inserts specialized, non-detectable malware into organizational 
information systems based on system configurations, specifically targeting critical 
information system components based on reconnaissance and placement within 
organizational information systems. 

 

15 Insert counterfeit or tampered 
hardware into the supply chain. 

Adversary intercepts hardware from legitimate suppliers. Adversary modifies the 
hardware or replaces it with faulty or otherwise modified hardware.  

16 Insert tampered critical 
components into organizational 

 

Adversary replaces, though supply chain, subverted insider, or some combination 
thereof, critical information system components with modified or corrupted 

 
 

17 
Insert malicious scanning devices 
(e.g., wireless sniffers) inside 
facilities. 

Adversary uses postal service or other commercial delivery services to deliver to 
organizational mailrooms a device that is able to scan wireless communications 
accessible from within the mailrooms and then wirelessly transmit information 

   

 

18 
Insert subverted 
individuals into 
organizations. 

Adversary places individuals within organizations who are willing and able to carry 
out actions to cause harm to organizational missions/business functions. 

 

 

 

 

 

 

 

 

 

 

19 
Insert subverted individuals into 
privileged positions in 
organizations. 

Adversary places individuals in privileged positions within organizations that are 
willing and able to carry out actions to cause harm to organizational 
missions/business functions. Adversary may target privileged functions to gain 
access to sensitive information (e.g., user accounts, system files, etc.) and may 
leverage access to one privileged capability to get to another capability. 

 

Exploit and compromise. 

20 Exploit split tunneling. 

Adversary takes advantage of external organizational or personal information 
systems (e.g., laptop computers at remote locations) that are simultaneously 
connected securely to organizational information systems or networks and to 
nonsecure remote connections.  

 

 

 

 

21 
Exploit vulnerabilities in 
information systems timed with 
organizational mission/business 

  

Adversary launches attacks on organizations in a time and manner consistent with 
organizational needs to conduct mission/business operations. 

 

 

 

 

 

 

 

 

22 
Exploit insecure or incomplete 
data deletion in multi-tenant 
environment. 

Adversary obtains unauthorized information due to insecure or incomplete 
data deletion in a multi-tenant environment (e.g., in a cloud computing 
environment). 

 

23 Violate isolation in multi-
tenant environment. 

Adversary circumvents or defeats isolation mechanisms in a multi-tenant 
environment (e.g., in a cloud computing environment) to observe, corrupt, or deny 
service to hosted services and information/data. 

 

24 
Compromise information 
systems or devices used 
externally and reintroduced into 
the enterprise. 

Adversary installs malware on information systems or devices while the 
systems/devices are external to organizations for purposes of subsequently 
infecting organizations when reconnected. 
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25 

Compromise design, 
manufacture, and/or distribution 
of information system 
components (including hardware, 
software, and firmware). 

Adversary compromises the design, manufacture, and/or distribution of critical 
information system components at selected suppliers.  

Conduct an attack (i.e., direct/coordinate attack tools or activities). 

26 
Conduct physical attacks on 
infrastructures supporting 
organizational facilities. 

Adversary conducts a physical attack on one or more infrastructures supporting 
organizational facilities (e.g., breaks a water main, cuts a power line).  

27 Conduct internally based session 
hijacking. 

Adversary places an entity within organizations in order to gain access to 
organizational information systems or networks for the express purpose of taking 
control (hijacking) an already established, legitimate session either between 
organizations and external entities (e.g., users connecting from remote locations) 
or between two locations within internal networks. 

 

 

 

 

 

28 
Conduct supply chain attacks 
targeting and exploiting critical 
hardware, software, or firmware. 

Adversary targets and compromises the operation of software (e.g., through 
malware injections), firmware, and hardware that performs critical functions for 
organizations. This is largely accomplished as supply chain attacks on both 
commercial off-the-shelf and custom information systems and components. 

 

Achieve results (i.e., cause adverse impacts, obtain information) 

29 
Cause unauthorized 
disclosure and/or 
unavailability by spilling 
sensitive information. 

Adversary contaminates organizational information systems (including devices and 
networks) by causing them to handle information of a classification/sensitivity for 
which they have not been authorized. The information is exposed to individuals 
who are not authorized access to such information, and the information system, 
device, or network is unavailable while the spill is investigated and mitigated. 

 
 

 

 

 

 

 

 

 

 

30 
Obtain information by externally 
located interception of wireless 
network traffic. 

Adversary intercepts organizational communications over wireless networks. 
Examples include targeting public wireless access or hotel networking 
connections, and drive-by subversion of home or organizational wireless routers. 

 

 

 

 

 

 

31 Obtain unauthorized access. Adversary with authorized access to organizational information systems, 
gains access to resources that exceeds authorization. 

 

 

 

 

 

 

 

 

32 
Obtain information by 
opportunistically stealing or 
scavenging information 
systems/components. 

Adversary steals information systems or components (e.g., laptop computers or 
data storage media) that are left unattended outside of the physical perimeters of 
organizations, or scavenges discarded components. 

 

Maintain a presence or set of capabilities. 

33 
Coordinate campaigns across 
multiple organizations to acquire 
specific information or achieve 

  

Adversary does not limit planning to the targeting of one organization. Adversary 
observes multiple organizations to acquire necessary information on targets of 
interest. 

 

 

 

 

 

34 
Coordinate cyber-attacks using 
external (outsider), internal 
(insider), and supply chain 
(supplier) attack vectors. 

Adversary employs continuous, coordinated attacks, potentially using all three 
attack vectors for the purpose of impeding organizational operations.  

35 Spill sensitive 
information 

Authorized user erroneously contaminates a device, information system, or 
network by placing on it or sending to it information of a classification/sensitivity, 
which it has not been authorized to handle. The information is exposed to access 
by unauthorized individuals, and as a result, the device, system, or network is 
unavailable while the spill is investigated and mitigated. 

 

36 
Mishandling of critical and/or 
sensitive information by 
authorized users 

Authorized privileged user inadvertently exposes critical/sensitive 
information. 

 

 

 

 

 

37 

 
Incorrect privilege settings 

Authorized privileged user or administrator erroneously assigns a user exceptional 
privileges or sets privilege requirements on a resource too low. 
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38  Resource depletion Degraded processing performance due to resource depletion. 

 

 

 

 

 

 

 

 

 

 

 

 

 

39 Introduction of vulnerabilities 
into software products 

Due to inherent weaknesses in programming languages and software development 
environments, errors and vulnerabilities are introduced into commonly used 
software products. 

 

40 Pervasive disk error 
Multiple disk errors due to aging of a set of devices all acquired at the same time, 
from the same supplier.  

 



FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

E-1 
FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

 Threat Models 

The ODNI Common Cyber Threat Framework Highlighting SCRM Access, Privilege 
Escalation, and Malicious Action Execution 
The threat model for this analysis is based on an adversary using opportunities during the design 
development, integration, production, packaging, logistics, and post-sales support to insert 
malicious functions into a component or understand its technical vulnerabilities. Once that 
malicious insertion or vulnerability has been included in the product, or inserted through post-sales 
support (e.g., through malicious patches, remedial maintenance, or product upgrades), the 
adversary will:  

1. “Access” the component,  
2. Escalate privileges to gain control of privileged functions, and  
3. Take actions on the system, its functions, or interconnected components and networks.  

These activities have been superimposed on the ODNI Common Threat Model. 105 

                                                      
105https://www.dni.gov/files/ODNI/documents/features/ODNI_Cyber_Threat_Framework_Overview._

UNCL._20180718.pdf , p.2 

https://www.dni.gov/files/ODNI/documents/features/ODNI_Cyber_Threat_Framework_Overview._UNCL._20180718.pdf
https://www.dni.gov/files/ODNI/documents/features/ODNI_Cyber_Threat_Framework_Overview._UNCL._20180718.pdf
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Figure E-1 ODNI Threat Model  

 

1 

3 

2 

3 

3 

3 

3 

3 



FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

F-1 
FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

 Comparison of Cyber Risk Management Drivers 

 
DoD must secure its National Security Systems in accordance with USC Title 10 Section 

2339a direction, and all other DoD and National Defense capabilities and networks based upon 
DoD policy and individual programmatic guidance. There are, however, common drivers for 
managing risk across Departments and Agencies, to include shared mission, such as Continuity of 
Government. Additionally, common analytic processes can be applied across Department and 
Agencies. The following table has been developed and identifies the common drivers, and sharable 
technical measures to mitigate supply chain risk. 



FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

F-2 
FOR IDA TEAM USE FOR OFFICIAL USE ONLY REVISION 0.97.4 

Table F-1. Comparison of DoD, DHS and Other Government Organizations' Cyber Supply Chain 
Risk Management Drivers 

 

Blue Text Denotes Common Drivers Across Departments and Agencies
DoD

DHS
Other Government 
Department/Agencies

Systems Type Applicability NSS and Military capabilities Critical Infrastructure Support SysteOrganizational Mission Systems

What Threat levels are to be Mitigated Low/Medium/High/Critical Low/Medium/High/Critical TBD
What Categorizations are used for 
deciding  C,I,A protection requirements  

NSS - MC/ME/MS; per security 
classification sensitivity; CUI 
protections; special classes of 
information/data: CPI, CTI, PII; LE; 
acquisition sensitive; financial; 
business; logistics; critical defense 
infrastructure; mission support and 
enablement.

Security classification; CUI 
protections; special classes of 
information/data: PII; LE; 
acquisition sensitive; financial; 
business; logistics; critical 
infrastructure; mission support and 
enablement.
FISMA, Crown Jewels Analysis, FIPS 
199

FISMA; Crown Jewels Analysis; CUI 
protections; special classes of 
information/data: PII; LE; acquisition 
sensitive; financial; business; 
logistics; mission support and 
enablement.

What are the Mission Criticality 
Survivability Requirements  fro the 
system

1) COOP/COG, National Defense 
Strategy, and execution of NC3, 
NLCC;
2) Protection of Military capabilities 
e.g., SS KPP – Defense Capabilities 
Cyber Survivability levels 4, 3, 2, 1;
3) Risk Management for NSS 
MC/ME IAW FIPS 199
4) FISMA and organizational 
support and enablement

Continuity of Operastions (COOP) 
and Continuity of Government 
(COG) and other prioritization 
processes for National Essesntial 
Functions,  IAW PPD-40, NSPD- 
51/HSPD-20

https://www.gpo.gov/docs/default-
source/accessibility-privacy-coop-
files/January2017FCD1-2.pdf 

FISMA; Crown Jewels Analysis; 
organization mission support and 
enablement.

What is the Vendor or product scope, and 
assessment  considerations

What do they make, what’s in the 
box, etc., What is the vendor's 
supply chain? Who makes it, where 
do they make it, what controls and 
safeguards are used to prevent 
malicious tampering or insertion  in 
design manufacturing and 
distribution,  and post-sales use and 
support, are user data accessible by 
actors of concern, and are there 
FOCI risks, what other sales and 
distribution channels require 
analysis/white labels and technolgy 
partners; are there elevated NVD or 
other vulnerability risks,

What do they make, what’s in the 
box, etc., What is the vendor's 
supply chain? Who makes it, where 
do they make it, what controls and 
safeguards are used to prevent 
malicious tampering or insertion  in 
design manufacturing and 
distribution,  and post-sales use and 
support, are user data accessible by 
actors of concern, and are there 
FOCI risks, what other sales and 
distribution channels require 
analysis/white labels and technolgy 
partners; are there elevated NVD or 
other vulnerability risks,

What do they make, what’s in the 
box, etc., What is the vendor's supply 
chain? Who makes it, where do they 
make it, what controls and 
safeguards are used to prevent 
malicious tampering or insertion  in 
design manufacturing and 
distribution,  and post-sales use and 
support, are user data accessible by 
actors of concern, and are there FOCI 
risks, what other sales and 
distribution channels require 
analysis/white labels and technolgy 
partners; are there elevated NVD or 
other vulnerability risks,

Technology complexity Assess for custom HW/Firmware; 
does product implement 
cybersecurity functions; network 
functionality (to include calls home, 
or other man-in-the-middle 
functions), etc. that require 
elevated systems priviledges? Can 
the product be operated at low risk 
to the system, network, or other 
interconnected systems? 

Assess for custom HW/Firmware; 
does product implement 
cybersecurity functions; network 
functionality (to include calls home, 
or other man-in-the-middle 
functions), etc. that require 
elevated systems priviledges? Can 
the product be operated at low risk 
to the system, network, or other 
interconnected systems? 

Assess for custom HW/Firmware; 
does product implement 
cybersecurity functions; network 
functionality (to include calls home, 
or other man-in-the-middle 
functions), etc. that require elevated 
systems priviledges? Can the product 
be operated at low risk to the system, 
network, or other interconnected 
systems? 

Threat Event analysis Classified and unclassified Attack 
vectors  (ranging from plausible, 
likely, and confirmed) and likely 
range of consequences

Classified and unclassified Attack 
vectors  (ranging from plausible, 
likely, and confirmed) and likely 
consequences

Assumes that classified inofrmation 
access is highly restricted. Analysis 
restricted to unclassified attack 
vectors  (ranging from plausible, 
likely, and confirmed) and likely 
consequences

Comparison of DoD, DHS (Critical Infrastructure) and Other Government Organizations' Cyber Supply Chain Risk Management Drivers
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Mitigation Availability  An analysis of the various courses 
of action commensurate with risks 
and consequences, mission impact, 
and loss of data

An analysis of the various courses 
of action commensurate with risks 
and consequences, mission impact, 
and loss of data

An analysis of the various courses of 
action commensurate with risks and 
consequences, mission impact, and 
loss of data

Residual Risk Analysis  analysis of complexity and 
completeness of planned 
mitigations

 analysis of complexity and 
completeness of planned 
mitigations

 analysis of complexity and 
completeness of planned mitigations

Vendor cybersecurity considerations  Classified and Publically available 
information (CVE’s; commercial 
reviews; patch release notes and 
history…);enterprise and product 
level cyber maturity

Classified and Publically available 
information (CVE’s; commercial 
reviews; patch release notes and 
history…);enterprise and product 
level cyber maturity

Classified and Publically available 
information (CVE’s; commercial 
reviews; patch release notes and 
history…);enterprise and product 
level cyber maturity

DoD/Government Acquisition History  FPDS-NG, SpendUSA.gov, 
Bloomberg, other news and 
announcements, Footprint analysis

FPDS-NG, SpendUSA.gov, 
Bloomberg, other news and 
announcements, Footprint analysis

FPDS-NG, SpendUSA.gov, Bloomberg, 
other news and announcements, 
Footprint analysis

Corporate Data (Due Diligence) Mergers and financing/owners and 
investors; open FOCI information; N-
tiered supplier information (and 
their FOCI considerations); 
technology partnerships; white 
label considerations, global R&D, 
manufacturing, and logistics risks; 
corporate cybersecurity history, 
legal and import/export history.

Mergers and financing/owners and 
investors; open FOCI information; N-
tiered supplier information (and 
their FOCI considerations); 
technology partnerships; white 
label considerations, global R&D, 
manufacturing, and logistics risks; 
corporate cybersecurity history, 
legal and import/export history.

Mergers and financing/owners and 
investors; open FOCI information; N-
tiered supplier information (and their 
FOCI considerations); technology 
partnerships; white label 
considerations, global R&D, 
manufacturing, and logistics risks; 
corporate cybersecurity history, legal 
and import/export history.

Acquisition Approval Authorities fro 
Exclusion if Needed

DoDI 5000.82; 10 USC Section 
2339a; Section 4713

Section 4713 Section 4713

Alternative Product/Vendor/Technology 
Analysis

 If excluded or removed, what are 
the acceptable alternatives?

If excluded or removed, what are 
the acceptable alternatives?

If excluded or removed, what are the 
acceptable alternatives?

Rip and Replace Considerations Considerations include: Threat; risk; 
consequence; urgency; cost/budget 
considerations; systems 
engineering requirements; mission 
interruption risk; training and 
support requirements; roll-out and 
and initial ans sustainment 
logistics; footprint scoping and 
complexity; and compatibility of 
available alternatives. Adversary 
response (e.g., attack or embed 
deeper, may also need to be 
considered when it becomes known 
that they are being removed.

Considerations include: Threat; 
risk; consequence; urgency; 
cost/budget considerations; 
systems engineering requirements; 
mission interruption risk; training 
and support requirements; roll-out 
and and initial ans sustainment 
logistics; footprint scoping and 
complexity; and compatibility of 
available alternatives. Adversary 
response (e.g., attack or embed 
deeper, may also need to be 
considered when it becomes known 
that they are being removed.

Considerations include: Threat; risk; 
consequence; urgency; cost/budget 
considerations; systems engineering 
requirements; mission interruption 
risk; training and support 
requirements; roll-out and and initial 
ans sustainment logistics; footprint 
scoping and complexity; and 
compatibility of available 
alternatives. Adversary response 
(e.g., attack or embed deeper, may 
also need to be considered when it 
becomes known that they are being 
removed.
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